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Safe computing

Introduction

CSCI E 45b: The Cyber World—part B
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Introduction:learninggoals
* Takinga pragmatic view into
o information security
o Protecting an enterprise
o Protecting you (and others
o around you)

* Lookingat known
information security
frameworks to see ifthey
can help, even beyond their
original intended use
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Topics
* Enterprise safe computing—
SAFE P pating
AND R
SECURE|
DMPUTIN What does it mean to keep an

enterprise safe?

* Enterprise security
standards—R

Information security standards
and frameworks

¢ PClIntro—R

w e counct Introduction to the PCIDSS
standard
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Topics

* PClwalkthrough—-0

'“s'“!ss Lookin
g at the PCl requirements

more closely
* Individual safe computing—

R

Keeping yourself, and others you
love safe

* Lastwords—R
The last topic of the last module

4 Copyright ©Scot Bradner & Ben Gaucherin 2016
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Safe computing

Enterprise safe computing

CSCI E 45b: The Cyber World—part B
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Enterprise safe computing

* Protectingassets: enterprise

SAANEE data and operational
SECURE technology

Protecting from impact to
Confidentiality, Integrity, and

Availability
Operational Technologies:
technologies that are necessary

to the functioning of the business
(e.g. assembly line control
systems, building automation
systems)

Gettingthe humans
involved toactina way that

will not put the above
enterprise assets at risk

Copyright © Scott Brad ner & Ben Galcherin2016

Enterprisedata

T * Enterprise dataranges from
fp st public to very confidential

* The sensitivity of the data
should be established by the
enterprise data classification

¢ Common terminology:
“Personally Identifiable
Information” (PII)

Used in many security plans

But the term is ambiguous
Your name is “personall
identifiable information” but it

is hardly sensitive (for most
people)
Massachusetts uses “personal

information”
“sensitive” is another term used

Copyright © Scott Brad ner &Ben Galcherin2016
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Enterprise data, contd.

HARVARD * AtHarvard we have used
¥ Information Security ngh Risk Confidential

Information (HRCI) to refer
to information thatis
actually high risk

Includes a person's name in
conjunction with the person’s...

...Social Security number or
...credit or debit card number or
...individual financial account

number or

...driver's license/state ID/passport
number or

...biometric information

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Enterprise data, contd.

* State laws require disclosure
of breach of HRCI

Different states have different

lists
Most apply to financial information
California includes medical &

health insurance data

* Some state lawsrequire
protection of HRCl as well

e.g., Massachusetts
* Abreachinthe security of

this data can cause real
damage to people whose
data is exposed

e.g., ID theft
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Sarbanes-Oxley

* Fallout of Enron &
WorldCom scandals

* Publiccompaniesare
required to establish
Internal Controlson

Financial Reporting (ICFR)
WORLDCOM ...and must document, test and

maintain those controls and
procedures to ensure their
effectiveness

e Basically, let investing public
know of anyissues with
internal controls
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Sarbanes-Oxley, contd.

* Section 404 includesthe
| requirement to establish IT

controls to ensurethe

integrity of financial
reporting

* Section 404 does not detail
compliance requirements,

so companies rely on other
frameworks:
Control OBjectives for

Information and related
Technology (COBIT)
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Obey the law

* Most states have breach
disclosure laws

Obey them, cover-up generally
worse than original problem

* Securities and Exchange
Commission rules

Public companies must disclose
on SEC filings:
Material risks

Cyber risk assessment
Adequacy of cyber safeguards
Financial impact of breaches

Intellectual property losses
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Obeythe law

e Corporate directorscan be
individually liable if
company does not have an

adequate reporting system
or controls or fail to monitor

reporting system
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Safe computing

Enterprisesecurity standards

CSCI E 45b: The Cyber World—part B

1 Copyright ©Scott Bracher & Ben Gauchern 2016

Enterprise safe computing

* Requires both:

Information security

management structure
This is not an IT thing, it requires
broad involvement

AND

Controls, only some of which will
be IT controls

2 Copyright © Scott Brad ner & Ben Galcherin2016

NIST cyber securityframework

* Howto think about security,
not how to do security

* Also helpful in gauging your
security maturity

NIST Cyber Security Framework

T
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ISO/IEC 27001

* BS7799 -Corporate security
standard donated by Shell to
a UK government initiative

inthe early 1990s
¢ Became ISO/IEC 17799, then

renumbered to be ISO/IEC
27002

* But, ISO/IEC 27002 is merely
a set ofrecommendations

e This led to the creation of

ISO/IEC 27001 to allow for
audit and certification

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Overview of ISO/IEC 27001:2013

* Defines the requirements
Lo Jetorestdl  for an Information Security

27001:2013

2 Management System (ISMS)

Control Total

TSNIS Coutrol Poiat Total 14

Operational

5 Copyright © Scott Brad ner & Ben Galcherin2016

The mandatory controls - Clauses 4-10

4. Contextofthe organization

Leadership

Planning
Support

Operations

W RN oT

Performance evaluation

10.Improvements
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The discretionary controls - Annex A

¢ A5 Information security
policies
* A.6 Organization of

information security
* A.7 Humanresource

security
* A.8 Asset management

* A.9 Access control
e A.10 Cryptography
e A.11Physicaland

environmentalsecurity
* A.12 Operations security

7 Copyright © Scott Brad ner &Ben Gaucherin2016

The discretionary controls - Annex A, contd.

¢ A.13 Communications
security

* A.14 System acquisition,
development and
maintenance

e A.15 Supplier relationships
* A.16 Information security

incident management

¢ A.17 Information security
aspects of business

continuity management
* A.18 Compliance

8 Copyright © Scott Brad ner & Ben Galcherin2016

FISMA

FISMA ¢ Federal Information Systems
COMPLIANCE
-& Management Act (FISMA)
* 2002 law requiring federal
agencies to meet baseline

standardsin information
security

¢ Extendsto
organizations/institutions

working with the federal
government
e.g., Universities when doing

government funded research
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FISMA, contd.

* NIST Special Publication
800-53 defines the controls

and compliance

TABLE 1: SECURITY CONTROL IDENTIFIERS AND FAMILY NAMES
D FAMILY D FAMILY
AC__| Access Control MP__| Media Protection
AT__| Awareness and Training PE | Physicaland Protection
AU__| Audit and Accountability PL__| Planning
CA [ Security Assessment and Authorization PS | Personnel Security
CM_| Configuration Management RA__| Risk Assessment
CP__| Contingency Planning SA__| System and Services Acquisition
1A Identification and Authentication SC__| System and Communications Protection
IR__| Incident Response S| System and Information Integrity
MA | Maintenance PM__| Program Management
10 Copyright © Scott Brad ner &Ben Gaucherin2016

FISMA, contd.

TABLE D-2: SECURITY CONTROL BASELINES™

E INITIAL CONTROL BASELINES
CNTL 13
NO. CONTROL NAME H
- Low MOD HIGH
Access Control
AC-1_| Access Control Policy and Procedures P1 ac1 ACL ac1
AC2 | Account Management P1 Ac2 AC2() @) | AC2(1) () @)
@ @) (5 (1) (12)
3)
AC-3 | Access Enforcement P1 AC-3 AC-3 AC-3
AC-4_| Information Flow Enforcement P1 Not Selected AC-4 AC-4
AC-5 | Separation of Duties P1 Not Selected AC-5 AC-5
AC6 | Least Priviege PL | Notselected | ACS(1)(2)(6) | ACS(M) (2 )
©) (10) )9 10)
AC7_| Unsuccessiul Logon Atiempis P2 AT AcT AcT
AC8_| System Use Norification P1 ace Acs Acs

Extract form the Security Control Baselines tablein NIST 800-53

11 Copyright © Scott Bradner & Ben Gaucherin2016

But will yourenterprise be safe?

¢ Full compliance with
standards will make your

data safer

Make it harder for something
bad to happen

Limit impact if something bad
happens

Improve your ability to respond
appropriately to a bad event

* But will not make you safe
(in the absolute sense)
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But will yourenterprise be safe?

* Nota protection against

R LOCK
e stupidity or bad decisions

See ChoicePoint type problems
 Still requires thinking!
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Safe computing

PCI DSS Introduction

CSCI E 45b: The Cyber World—part B

1 Copyright ©Scott Bracher & Ben Gauchern 2016

Why talk about PCI DSS?

lpo\“‘ of view  Evaluate PCIDSS as a way to

w:ﬂ.ly \S‘ protect HRCl —even ifyou

prote are not in the credit card

1¢ \|\\“
m ¢ .
(‘" business

* See how wellitapplies, and
the pain points associated

with it

2 Copyright © Scott Brad ner & Ben Galcherin2016

Challenges with credit cards

s =22 % 4 * Disclosure of creditcard
4 numbers, with expiration

dates, isanold problem

Not majorissue when
processing was mostly paper

or dial-up direct connections
Except for dishonest employees

Dishonest employees in stores
(including mail-order) &
restaurants could not get many
records at a time

Dishonest employees in card
companies are hard to protect
against
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Challenges with credit cards

X .,,,?ﬁi % 49 * Became a bigissue when
= £ servers with carddatawere

= Qf@ putonthe Internet

=]

" Few merchants had security

expertise
* Many bigbreaches

But no one knew because no
disclosure requirements

e California Database Security

7\ Breach Notification Act
\“‘“ﬁ“’ changed everything

Went into effect 1 July 2003

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Challenges with credit cards

,WT!—'ﬁ‘ # A« Publicity about breaches
= 4 pushed card companies

Did not push merchants all that
much

Merchants saw themselves as
not responsible, even if they
have a breach

Fought a Mass regulation that
would have made liability clear

5 Copyright © Scott Brad ner & Ben Galcherin2016

Challenges with credit cards

* Notall breaches are by
technology hackers

e.g., ChoicePoint sold access to
bbbt its database to crooks

Database included SSNs (145K

entries breached)

e.g., laptop thefts & lost backup
@ tapes
; ¢ Butmanybigonesare

e.g., TXInc., Hannaford, Target,

6 Copyright © Scott Brad ner &Ben Galcherin2016
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PCI DSS

* Payment Card Industry (PCI)
w o comer Data Security Standard (DSS)

* Defined and enforced by an
industry group
Not a law, but contracts amongst

participants in the “payment
chain” ensure everyone does the
right thing

Failure to comply may mean
inability to process credit cards

* Scope:Alltechnologies and
humans involved in the
payment chain

7 Copyright © Scott Brad ner &Ben Gaucherin2016

PCl’s alphabetsoup

Fr=m=—- SAQ - Self-Assessment
Questionnaire

Questionnaire to assess the
requirements/controls that apply

e AOC- Attestation Of
Compliance

What you can obtain if you meet

the requirements tested by an

SAQ
¢ QSA - Qualified Security
Assessor

Individual registered and trained

to do formal assessments
8 Copyright © Scott Brad ner & Ben Gaucherin2016

Different SAQs

A Card-not-pr merchants or der) that have fully
outsourced all cardholder data functions to PCI DSS validated third-party service

providers, with no electronic storage, processing, o transmission of any cardholder data
on the merchant's systems or premises.
Not applicable to face-to-face channels.

A-EP* | E-commerce merchants who outsource all payment processing to PCI DSS validated third

parties, and who have a website(s) that doesn't directly receive cardholder data but that
can impact the security of the payment transaction. No electronic storage, processing, or
transmission of any cardholder data on the merchant's systems or premises.

Applicable only to e-commerce channels.

B Merchants using only:

« Imprint machines with no electronic cardholder data storage; and/or
« Standalone, dial-out terminals with no electronic cardholder data storage.
Not applicable to e-commerce channels.

BAP* | Merchants using only standalone, PTS-approved payment terminals with an IP

connection to the payment processor, with no electronic cardholder data storage.
Not applicable to e-commerce channels.

From “Understanding the SAQs for PCI DSS version 3

9 Copyright © Scott Bradner &Ben Gaucherin2016
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Different SAQs, contd.

["sha | escripion

C-VT | Merchants who manually enter a single transaction at a time via a keyboard into an
Internet-based virtual terminal solution that is provided and hosted by a PCI DSS

validated third-party service provider. No electronic cardholder data storage.
Not applicable to e-commerce channels.

c Merchants with payment application systems connected to the Internet, no electronic
cardholder data storage.

Not applicable to e-commerce channels.

P2PE-HW | Merchants using only hardware payment terminals that are included in and managed via
a validated, PCI SSC-listed P2PE solution, with no electronic cardholder data storage.
Not applicable to e-commerce channels.

[ SAQ D for Merchants: All merchants not included in descriptions for the above SAQ
types.
SAQ D for Service Providers: Al service providers defined by a payment brand as
eligible to complete a SAQ.

From “Understanding the SAQs for PCI DSS version 3

10 Copyright © Scott Brad ner & Ben Gaucherin2016
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Safe computing

PCl walkthrough

CSCI E 45b: The Cyber World—part B
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PCI DSSscope

The PCIDSS security
requirements apply to all system
TECHNOLOGY components included in or

DE connected to the cardholder data
environment. The cardholder

data environment (CDE) is
comprised of people, processes
and technologies that store,

PEOPLE and PROCESSES

process, or transmit cardholder
data or sensitive authentication
data. “System components”

include network devices, servers,
computing devices, and

applications.

2 Copyright © Scott Brad ner & Ben Galcherin2016

MakeitBusiness As Usual (BAU)

To ensure security controls
continue to be properly

implemented into business-as-

—_—
n“SINEss implemented, PCIDSS should be
AS USUAL

usual (BAU) activities as part of

an entity’s overall security
strategy. This enables an entity to
monitor the effectiveness of their

security controls on an ongoing
basis, and maintain their PCI DSS
compliant environment in

between PCIDSS assessments.

3 Copyright © Scott Brad ner &Ben Galcherin2016
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, .
Don’tstoreeverything
Storage Render Stored Data Unreadable per
Bt Permitted Requirement 3.4
Py ccoun amer () Yes
. Cathocerame "o
z Sewvice Code ves No
z Expiraton Date ves No
. FullTack D’ o Camnotstore pr Recuiremen 32
Amhenuciunon CAV2/CVC2/CVV2/CID* No ‘Cannot store per Requirement 3.2
Data PIN/PIN Block® No ‘Cannot store per Requirement 3.2
* CVV2 isvisible on the card
butis not on the magnetic
strip i visa,
- MasterCard
American
Express
4 Copyright © Scott Brad ner & Ben Gaucherin2016

PCI DSS overview

* 12 requirements, specific
controls for each

Technical controls are not always
the right solution

PCI Data Security Standard — High Level Overview

Y . Install and maintain a firewall configuration to protect cardholder data
s SEnD . Do not use vendor-supplied defaults for system passwords and other
security parameters

3. Protect stored cardholder data

Protect Cardholder Data

4. Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability 5. Protect all systems against malware and regularly update anti-virus
Management Program SR LD

6._Develop and maintain secure systems and applications

7. Restrict access to cardholder data by business need to know
Implement Strong Access 6 Do o vet "
e T fentify and authenticate access to system components

9. Restrict physical access to cardholder data
Regularly Monitor and Test ~ 10. Track and monitor all access to network resources and cardholder data.
Networks 11, Regularly test security systems and processes

Maintain an Information

Security Policy 12. Maintain a policy that addresses information security for all personnel

From "Requirements and security assessmentprocedures version 31"

5 Copyright © Scott Brad ner & Ben Galcherin2016

Requirement 1

@ - 'nstalland maintaina
BB firewall configuration to

protect cardholder data
-. Compartmentalize the network

No access from the public
Internet

Establish standards and formal

processes

Have policies and procedures to
ensure the above is done

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Requirement 2

* Do notuse vendor-supplied
defaults for system

Default Passwords

passwords andother
security parameters

No vendor-supplied defaults

accounts
Establish standards and formal

processes for system hardening

Online database of default ~ Ensure all known vulnerabilities
usemame/passwords are addressed

Encrypt all non-console
administrative access

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Requirement 2, contd.

Maintain an inventory of all
system components

Dafault Passwords Have policies and procedures to

= ensure the above is done

Online database of default
username/passwords

8 Copyright © Scott Brad ner & Ben Galcherin2016

Requirement3

@ouus * Protect stored cardholder
data

pCl Compliance

Only store what you are allowed
to store, in the way you are
expected to storeit, and only for

the time you need it

ARgference
Rest of Us!

Keep cardholder data storage to

a minimum by implementing
data retention and disposal
policies, procedures and

processes

9 Copyright © Scott Brad ner &Ben Galcherin2016
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Requirement 3, contd.

@avs Document and implement
procedures to protect keys used
PCI Compliance to secure stored cardholder data

against disclosure and misuse

Have policies and procedures to

ensure the above is done

ARgference
Rest of Us!

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Requirement4

* Encrypt transmission of

The cardholder dataacross
E“EMY open, public networks
is |istg||i||g Use strong cryptography and
R security protocols to protect data
He wants to know ) .
what you know in transit

ust

mmmﬂii':ﬁcﬂnn Never send unprotected PANs by

=_ end- user messaging
technologies (for example, e
mail, instant messaging, SMS,

chat, etc.).

Have policies and procedures to

ensure the above is done

11 Copyright © Scott Brad ner & Ben Galcherin2016

Requirement5

¢ Protectall systems against
malware and regularly

update anti-virus software
or programs

Deploy anti-virus software on all

systems
Ensure that all anti-virus

mechanisms are maintained
Ensure that anti-virus
mechanisms are actively running

and cannot be disabled

Have policies and procedures to

ensure the above is done

12 Copyright © Scott Brad ner &Ben Galcherin2016
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Requirement 6

* Develop and maintain
secure systemsand
applications

Establish a process to identify
security vulnerabilities

Ensure that all system
components and software are
patched to protect from known

vulnerabilities
Prioritize to address high impact

vulnerabilities first
Develop software securely
Follow change control protocols

13 Copyright © Scott Brad ner &Ben Gaucherin2016

Requirement6, contd.

Address new threats and
vulnerabilities on an ongoing
basis

Have policies and procedures to
ensure the above is done

14 Copyright © Scott Brad ner & Ben Galcherin2016

Requirement?7

* Restrict accessto cardholder

data by businessneedto
know

Limit access to only those who
need access

Establish access control system
with “deny all” as default

Have policies and procedures to
ensure the above is done

15 Copyright © Scott Brad ner &Ben Galcherin2016
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Requirement 8

* ldentify and authenticate
access to system
components

Ensure proper user identification
management for non- consumer
users and administrators

Incorporate two-factor
authentication for remote

network access originating from
outside the network by
TARGET personnel and all third parties

Document and communicate
authentication policies and
procedures to all users

16 Copyright © Scott Brad ner &Ben Gaucherin2016

Requirement 8, contd.

Do not use group, shared, or
generic IDs, passwords, or other
authentication methods

Have policies and procedures to
ensure the above is done

HARVARDKEY

17 Copyright © Scott Brad ner & Ben Galcherin2016

Requirement9

Restrict physical access to
cardholder data

The data center has to be
physically and operationally
protected

Develop procedures to easily
distinguish between onsite
personnel and visitors

Physically secure and control the
distribution, storage, and
disposal of all media.

18 Copyright © Scott Brad ner &Ben Galcherin2016
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Requirement9, contd.

Protect devices that capture
payment card data via direct
physical interaction with the card
from tampering and substitution.

Have policies and procedures to
ensure the above is done

Copyright © Scott Brad ner &Ben Gaucherin2016

Requirement 10

Eile El iew Helg
o alog

b aumic

b autlegd
boot
bootsiraplag

b daemeniog

b dsemeniogd
debug

b dobug

dmesq

dmesg

aous-caemon; RE

20

Ze+ Trackand monitorall access

to network resources and
cardholder data
Implement audit trails (logs) to
link all access to system
components to each individual
user and send them to a
protected server
Secure the logs so they cannot be
altered
Review logs and security events
for all system components to
identify anomalies or suspicious
activity

Copyright © Scott Brad ner & Ben Galcherin2016

Requirement 10

Eile El iew Helg
o alog

b aumic

b autlegd
boot
bootsiraplag

v daemeniog

b dsemeniogo
debug

b debug

amesa

dinesan

@ous -dawron; Re

21

,contd.

Retain audit trail history for at
least one year, with a minimum
of three months immediately
available for analysis

Have policies and procedures to
ensure the above is done

Copyright © Scott Brad ner &Ben Galcherin2016
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Requirement11

* Regularly test security
systems and processes

Implement processes to test for
the presence of wireless access
points

Run internal and external
network vulnerability scans at

least quarterly and after any
significant change in the network
External scan needs to be run by

approved third party
Implement a methodology for
penetration testing

22 Copyright © Scott Brad ner &Ben Gaucherin2016

Requirement11

Use intrusion-detection and/or
intrusion-prevention techniques
to detect and/or prevent

intrusions into the network

Deploy a change-detection

mechanism to alert personnel to
unauthorized modification

Have policies and procedures to
ensure the above is done

23 Copyright © Scott Brad ner & Ben Galcherin2016

Requirement12
» * Maintain a policy that
securtty addressesinformation
practices R
& security for all personnel
res i ) R
Procedy Establish, publish, maintain, and
A disseminate a security policy
~ Implement a risk-assessment
process
Develop usage policies for critical
technologies and define proper
use of these technologies
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Requirement 12, contd.

Clearly define information
Secutity k security responsibilities for all
practices personnel
&

Assign to an individual or team

procedures
information security
management responsibilities

Implement aformal security
awareness program

Screen potential personnel prior
to hire to minimize the risk of

attacks from internal sources

Have policies and procedures to
ensure the above is done

25 Copyright © Scott Brad ner &Ben Gaucherin2016

Use of PCI DSS for HRCI?

S * Good set ofrules to cover
HRCI

* Some details do not make
sense by themselves

e.g., what card information can
not be stored

* Butcanbeusedasa model
for HRCI

e.g., store only what you actually

need to store
e.g.,, mask SSNs when displaying

them

26 Copyright © Scott Brad ner & Ben Galcherin2016

PCI DSS pain points

¢ OQOutbound firewall filtering

Some vendors don’t make this
easy

* Access control based on
need to know

* Onlystore what you need
for business & only as long
as actually needed

* Encryptdata atrest
(including on backups)
* Two factor authentication

for remote administrative
access

“Remote” can be from within the
corporate network
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PCI DSS pain points

* No developeraccessto
production systems

e Periodic password change

28 Copyright © Scott Brad ner &Ben Gaucherin2016
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Safe computing

Safe computing for individuals

CSCI E 45b: The Cyber World—part B
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MIT’s Safe Computing Tips

! 1 e Patch, patch, PATCH!
* Install protective software.

Jr Il!lu * Chose strong passwords.
I “» Backup, Backup, BACKUP!

* Control accessto your
machine.

* Use email and Internet

safely.
* Use secure connections.

* Protect sensitive data.
¢ Use desktop firewalls.
* Mostimportantly, stay

informed.
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Harvard Requirements and ‘How To’s

%] HARVARD ° Let’s!ookatselect
LY Information Security Reqwrements and

supporting How-To’s from

View by Category

Harvard’s security policy
All users

User devices
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Harvard Requirements and ‘How To’s, contd.

* How to avoid sharing
passwords

Use shared files (Dropbox,
Google docs, etc.)
Use delegation in email

* Protecting passwords
If written down, treat as HRCI

Use a password manager

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Password manager

W W " . Application to storeandfill
usernames & passwordsin
web pages

can also store & auto fill other
info

e.g., addresses, credit card, etc.

* One master password used
to enable application

* Disabled on machine sleep
oron timeout

¢ Cansyncacross devices

* Use a different password for
every web site

Ideally long random password
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Harvard Requirements and ‘How To’s, contd.

* Use complex passwords

How to select astrongand
memorable password

Use a password manager and
different long random passwords

for each system
Short (e.g., 4-digit) PIN ok if
device auto-wipes after small

number of bad guesses

* Change passwordsif

compromised

How to change passwords in
various systems
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Harvard Requirements and ‘How To’s, contd.

* Onlyaccess information for
authorized purposes
Do not look at things that you do

not need to in order to do your
job

* Onlyshare confidential
information with those

authorized to receiveit

Determine if someone is
authorized to see specific

information before sharing it
with them
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Harvard Requirements and ‘How To’s, contd.

* All devices must meet
device protection
requirements

see all-devices section

* Encryptuserdevice if

storing Level 3 data
see all-devices section

* Donotstore Level 4 or5
data on user device

Just say “no”
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Harvard Requirements andHow To’s, contd.

* Onlyuse approved servers
or services for confidential
information

How to find out if server or
service is approved

* Properly protect confidential
information
Secure device and only use

secure communication to
services

e Reportloss, theft or
improper accessto data
How to report asecurity incident
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Harvard Requirements and How To’s, contd.

* Agree to confidentiality
statement

How to execute the

confidentiality statement

* Handling of credit cards

must be approved
Who to ask for approval
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Harvard Requirements and How To’s, contd.

* Configure device forsecure
operation

Smartphones & tablets

Use PIN, enable encryption (if not
automatic on PIN), auto wipe on

small number of bad guesses (or
use complex password), enable
timeout, enable activation lock (if
available)

Desktops & laptops

Use complex password, encrypt

disk, enable timeout
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Harvard Requirements and How To’s, contd.

* Patch system & applications

How to configure for automatic
patching

* Encrypt communications
with servers

Configure to require encrypted
connections with servers (e.g.

mail, calendar, VolIP, IM, fileshare
(where possible))

* Protect contentsifdevice

stolen orlost

Encrypt device, enable remote

wipe
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Harvard Requirements and How To’s, contd.

* Reportloss, theft or
improper use of devices

How to report security incident
* Annually scan devices for
HRCI

How to use ascanning
application to look for SSNs and

credit card numbers
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Safe computing

Lastwords

CSCI E 45b: The Cyber World—part B
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Pay attention, #1

* Don’tget phished
Think hard about any email

message you receive that asks
you to click on alink, or any
other action “quickly”

e.g. US Post Office telling you to
print out a claim form

USPS .COM
b

Notification
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Pay attention #2

¢ Thinkabout your future

Think hard about what you want

to post on a social media site
I'm leaving for 3 weeks inthe
Alaska back country, no net, no

phone.

| stopped off at a bar on my way
back from the drunk driving

hearing, got well buzzed.

Those Anonymous guys are real
jerks.

My boss will never figure out where
the money went.

Think about what sites you visit,

what content you look at
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Pay attention #3

g ¢ Beupto dateontherules

Watch the Internet governance
discussion

Tomorrow’s Internet may be very
AL different than today’s

Watch the legal developments

Will there be any limit to
government or corporate
surveillance?

Watch the regulatory
developments

Will the FCC's new rulescause
normal Internet service to

degrade?
Think about who you do business
with

Will there be any limit to Google’s
surveillance?
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Payattention #4

W+ Protect your computer

Do not surf porn sites using your

work computer
Do not click on URLs in email that
wound up in your junk mail

folder
Do not plug found thumb drives

(or any other device) into a
computer you care about

5 Copyright © Scott Brad ner & Ben Galcherin2016

Pay attention #5

* Be agood information
steward

It is 10 PM, do you know where
your data is?

’(;JR CHl:.'DH?éE Keep track of where all of your
ARE? confidential information resides

Usesecure erase on the disk

when you dispose of a computer

Never put unencrypted
confidential information on

portable media
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Good Bye & Havea Nicelife

* Hopefully this course has
been useful (and sometimes

fun)
* Use “the force” (what you

have learned)for good

"« The cyberworld will

continue to grow in
importance and impact

* We trustthat you are now
better equipped to swimin
this pool
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