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Information Security Strategy, Classification,
Policy, and Mindset

Introduction

CSCI E 45b: The Cyber World—part B
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Introduction:learninggoals
* Explore the key elements of
a what sets the foundation for
o Information Securityinan
=} organization: strategy,
o classification, policies, etc.
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Topics, all required

¢ Information security

i strategy—R
oy Strategy as a key foundation to
EATRATEGERY:.) information security
- * Classification—R
- Triaging data and other key
assets
g ¢ Policies & policy making—R
T Overview of what policies are
LLes
L oo e and their importance to an
2. you eandt organization
3. You cans
4. youeans
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Topics, all required

HARVARD * Harvard’s information
Information Security . .
security policy —R

An example of information
security policy

THE ;lllll WEREALL

PREPARED . i i
e Information security
THEY WILL BE programs — R

NATIDNAL SERVICE

Implementing the strategy

e Security and the hacker
mindset—R

Exploring the twisted mindset of
security professionals, and the

importance of hacking
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Information Security Strategy, Classification,
Policy, and Mindset

Information security strategy

CSCI E 45b: The Cyber World—part B
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Whatitis,and whyitmatters
* Strategy helps define...

it Where we are going
1%

sES
"STRATEGERY..”

Why we are going there and why
itis a better place

Whg we are goinganywhere:
problem to solve, opportunity to
seize

How we are going to get there

What options/paths exist to get
there, which one is the best

option/path, and why

Copyright © Scott Brad ner & Ben Galcherin2016

Whatitis,and why it matters, contd.

e Asaresult, strategy

documents are important
communication tools to:

Communicate to a broad set of
senior leaders...

...on a topic they may not know

much about...

...in a way that they understand,
can relate to, and ultimately can

support
Communicate to the people who
are going to do the work:

The critical backdrop for all of the

work they will be doing
The guideposts to validate if the
work done will fulfill the strategy

Copyright © Scott Brad ner &Ben Galcherin2016
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Other importantaspects of strategy

* Things change all the time,
as aresult...
The future will not be exactly

| ; what you thought it was going to
) be

You need to review your strategy,
assumptions, and program
regularly to potentially course

correct
* Itis notanexercisein
precision, ratheritis

achieving consensuson the
general direction and broad

parameters

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Four easy steps

! The strategy itsef

43%  Currentstate I Opnans toget there @ Future State

* Describingwhat thethingis — * = High-level Pros/Cons for each * Vision, Strategic Objectives,
high-level scope |+ Which oneis thebetterone, GuidingPrinciples, Key

and why Indicators

« Providingaqualitative and/or | |

quantitativeview intohow

« Providingaqualitative, anc/or

quantitativeview intohow
things could be

things aretoday

statement

« Problem or opporturity I

Program

I
« High-level muti-yearplan
| Wor map

to strategic objecives 1
+ ~5actvites per

1 workstream
« Governancesmicure
|+ Teamstucture ard MO.
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The following are extracts froman early

draft of Harvard’s Information Security
strategy
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Information Security Vision & Scope I:l

Vision

To make everyone at Harvard a good steward

of confidential information
Scope

— Everyone: faculty, staff, students, affiliates, contractors and
everyone else who handles our information or uses
Harvard’s infrastructure for information storage or processing
(e.g. our networks, systems and/or applications)

— Information:

« Information of any kind (e.g. research data, administrative data,

etc.) and in whatever form it may be (electronic, paper or verbal)

« And implicitly the systems that process this information (e.g.
computers, networks, paper storage, etc.)

Copyright® Soott Bradrer& Ben Gaucherin2016 7

Information Security Goals I:l

What does it mean for everyone to be a good steward?

Everyone at Harvard is aware of, and follows good information handling
and safe computing practices

.. and these are fully integrated into the way everyone does business

Everyone at Harvard is aware of privacy requirements and expectations

We have a shared understanding of the risks we are explicitly or implicitly
accepting and who is accountable for each

We have University-wide resources available and useful to all

~ Acenral security team responsible for a Security Operations Center and
delivering services to the schools

~ AHarvard Information Security Policy (HISP), shared Siandard Operating

Procedures and documented Best Practices

- A common understanding of the applications and systems that support critcal
business processes andareference architecture for ensuring their availabilty

We have a way to measure and assess our progress on an ongoing basis

There are consequences to not being a good steward of Harvard's
information

Copyright© Scott Bradner& Ben Gauderin2016 8

Information Security Program Attributes Z>

What

can Wiy

- Our allocalion of resources, attention and + This s a proven approach in the information
controks is aligned with the impact and fkelihood = security space that extends and leverages the
ofarisk University risk management structure/process

 Wie will all Understand the risks we are explicily
or implcitly accepting

People-Centric

What we mean Wiy
* We must educate, ampowar and entrust all = Harvard is by design an open environment,

members of the Harvard community to be sble  therefore an information security program needs
1o recognize and adequatsly protect sensifive o balanca the necessity for contrals with the
information mission of the Universily

= At Harvard, the success of an information

security program depends on the “collective
action” by the community at farge as a simple
mistake or oversight by a single individual could
have severe negalive consequences

Copyright® Scott Bradrer&Ben Gauderin2016 9
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Information Security Metrics I:l

To assess the effectiveness of our program we will...

« Measure progress in reducing the impact of external threats

— Major: Reportable breaches

— Smaller: Virus/malware infections

* Measure progress in raising intemal awareness

— Percentage of community who acknowledge ~Confidentiality
Agreement

— Percentage of community who make use of educational resources

Our approach will utilize ...

« Objective criteria such as the Cyber Security Index

« Peerinstitution benchmarks
« Informed first-hand reports from ClOs

Copyright® ScottBradrer& Ben Gaucherin2016 10

Information Security Program Components :>

The following three-pronged approach will allow us to both clarify
the responsibilities of individuals, as well as guide decisions at a

macro level regarding projectsfinitiatives aimed at improving
Harvard's Information Security:

Aware Protected Ready

+ Know good information + Use good information + Know what to do in cass of an
henling and st compuling h:ﬂ\mg and safe computing  incident
prac

practices fices
« Understand what type of

information you handie
* Know what to do with the

information you handie

+ Dataction technologies. « Firewalls, anti-virus/matware, + Estabiish proper palicies

+ Security Operations Cenfer  secure galeways + Have standard operating

+ Participation in collaborative - Security Operstions Center  procedures
and information sharing eflorts » Standards for system and  + Relationships with OGC and Law
{e.g. ACSC) application patching, Enforoement

Institutional Individual

hardening and availabilty

Copyright® Soott Bradrer&Ben Gaucherin2016 n

Strategy update

¢ Harvard’s Information
Security strategy continues

to evolve
¢ The strategy defines the

elements ofthe programs
New data classification

Overhauled policies

Awareness campaign

eh You Help Keep
7 Harvard Secure
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Information Security Strategy, Classification,
Policy, and Mindset

Classification

CSCI E 45b: The Cyber World—part B
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Data classification

* “Data Classification isthe

conscious decision to assign
\\ a level of sensitivity to data
as itisbeing created,

ORI amended, enhanced, stored,
or transmitted. The

classification of the data
should then determine the
extent to which the data

needs to be controlled /
secured and isalso

indicative of its valuein
terms of Business Assets.”
wwwyourwindow.to

2 Copyright © Scott Brad ner & Ben Galcherin2016

Data classification, contd.

* Information sensitivity levels
are animportant factorin
assessingrisk

i)

If everything is “Top Secret”, then
nothing is special, and everythingis
treated the same

3 Copyright © Scott Brad ner &Ben Galcherin2016
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US Government classification system

Controlled Access Program Coordination Office (CAPCO) Markings

The catpe

s grtosimpa

Souce: fas oy
Federaion of American ~ Scientists
4 Copyright © Scott Bradner & Ben Gaucherin 2016

Harvard’s data classification levels

-7 Level 1 - Public information

Directory information

(not including people with a
FERPA block)

De-identified research data

Calendars for public events
Press releases
Campus maps

Research data classified by an IRB as
public

5 Copyright © Scott Brad ner & Ben Galcherin2016

Harvard’s data classification levels

- Information the
disclosure of which would not

ey oo CaUS@ materialharm, but
—— * which the University has
chosen to keep confidential

Drafts of research papers
Patent applications
Maps of campus utilities

Building layouts

6 Copyright © Scott Brad ner &Ben Galcherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Harvard’s data classification levels

- Information that
could cause risk of material

harm toindividualsor the

University ifdisclosed
Information that includes HUIDs

University financial information
Employee records that do notinclude

SSNs or bank account numbers
Non-directory student information
Directory information for students

with a FERPA block

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Harvard’s data classification levels, contd.

Level 4 - Information that
would likely cause serious

harm toindividualsorthe

University if disclosed
Credit card numbers

u"% Social security numbers
- pkerral Passwords

Personally identifiable genetic
information

Personally identifiable healthcare

information
Student financial information

8 Copyright © Scott Brad ner & Ben Galcherin2016

Harvard’s data classification levels, contd.

Level 5 - Information that
would cause severe harm to

individuals or the University if
disclosed.

Research data classified by an IRB as
Level 5

No administrative data known to be
level 5 to date

=

}
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Harvard’s data classification levels, contd.

-7 For all levels:
Research data classified by an IRB as

Level n

Information subject to a data use
agreement that specifies a protection
level best met by Level nclassification

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Systems classification

* Recently, Harvard realized
With data classification  that data classification alone

we have: is no longer sufficient
Confidentiality .
Integrity * We have systems withdata

that ranks low on the data

classification scale, but

Add System classification  \yhose failure/compromise

and we have: 3 "
Confidentiality would have significant
Integrity impacts
Av ailability E.g., garage control systems, food
refrigeration systems, etc.

* So we are developinga
parallel classification for
systems

11 Copyright © Scott Brad ner & Ben Gaucherin2016
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Information Security Strategy, Classification,
Policy, and Mindset

Policies, and policy making

CSCI E 45b: The Cyber World—part B
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Policy
(l“"“_“""'_.' * Policies arerulesto guide
nicev
PO \r;:‘\; decisions and actions to
me

ol-ic achieve a plan, goal
stateme€ Made by organizations

To guide their own behaviors
In the IT world, policies result in
limitations to access to, and

distribution of information, as
well as constraints on the
activities of individuals

Organization based disciplinary
implications if not

followed/complied with

2 Copyright © Scott Brad ner & Ben Galcherin2016

Policy, contd.

¢ Laws andregulations
Are also rules

Made by the executive and
legislative branches of
governments

To “guide” the behaviors of
companies, and citizens

Legal penalties if not
followed/complied with

3 Copyright © Scott Brad ner &Ben Galcherin2016
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How do policiescometo be?

/K 1. Explicit policy development
ES ULC% process
\~ YOU CAN ... Most common sourcein an

organization

2. Yoo CANT. , N
Management issues policies to

= Yoo can.... ensure decisions are made in a
4_ ch A way that is c?n5|s§enth|th
management’s objectives

2. Un-expected situations

When asituation arises that does
not have policies to support its

handling
Or when current policies seem

unfit to handle some cases

4 Copyright © Scott Brad ner &Ben Gaucherin2016

How do policies cometo be?, contd.

/R 3. Implied
prCS. Policies that are not stated but
1. YOQ AN implied by the way an
‘ organization handles a situation
2 i T Important in a legal liability
< Yoo can.... context
4. Yoo canst coandard o ue care oY1

4. Externallyimposed

Government regulations — e.g.,
HIPAA, export limitations

Industry — e.g., PCI-DSS
Convenient for local policy

makers

5 Copyright © Scott Brad ner & Ben Galcherin2016

Art and science of policy making

* Not too high-level
Ultimately any set of

information security policies can
be reduced to asingle high-level
policy

‘ i i ' i e.g., “Everyone is expected to

protect the information of
the organization”

The Goldilocks principle

* Not too specific

Too specific a statement prevents
understanding the philosophy of
protection, and its applicability to

new situations

6 Copyright © Scott Brad ner &Ben Galcherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Art and science of policy making, contd.

* Few exceptions

Any exception, challenges the
validity/rationale fortherule

~= * Should be technology
agnostic

Technologies will come and go,
and your policy needs to
withstand the test of time.

Example of technology  * It needs to be practical and

specific policy: f
Thou shall not kill people actionable

with axes People need to be able to
actually do what they are
expected to do, AND they need

to know how to do it

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Art and science of policy making, contd.

* Need more than just a policy
statement
A policy statement alone is not

sufficient. Understanding scope
of applicability , roles, etc.
provides context, clarifies how

the policy should be applied and
the accountability of failing to
follow the policy

* Bottom line, you want
people to:

Know they need to follow them
Be able to follow them
Not have to guess in the “heat of

battle”

8 Copyright © Scott Brad ner & Ben Galcherin2016

Useclear language

e RFC 2119 —Bradner 1997
e MUST

This word, or the terms
"REQUIRED" or "SHALL", mean
that the definition is an absolute

requirement of the specification.
¢ MUST NOT

The man who defined MUST This phrase, or the phrase
"SHALL NOT", mean that the
definition is an absolute

prohibition of the specification.

9 Copyright © Scott Brad ner &Ben Galcherin2016
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Useclear language, contd.

MUST ¢ SHOULD
MUST NOT This word, or the adjective
SHOULD K X
SHOULD NOT RECOMMENDED", mean that
MAY there may exist valid reasons in
particular circumstances to
ignore a particular item, but the
“SHOULD is a MUST g P

with an escape full implications must be
clause” @ - Scott understood and carefully

weighed before choosing a
different course.

¢ SHOULD NOT use SHOULD

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Useclear language, contd.

¢ SHOULD NOT
MUST . "
MUST NOT This phrase, or the phrase "NOT

SHOULD RECOMMENDED" mean that
SHOULD NOT there may exist valid reasons in
MAY particular circumstances when

the particular behavior is
acceptable or even useful, but

the full implications should be
understood and the case
carefully weighed before

implementing any behavior
described with this label.

¢ SHOULD NOT use SHOULD

NOT

11 Copyright © Scott Brad ner & Ben Galcherin2016

Useclear language, contd.
MUST MAY
MUST NOT This word, or the adjective
SHOULD "OPTIONAL", mean that an item
SHOULD NOT is truly optional. [...]
MAY
12 Copyright © Scott Brad ner & Ben Gaucherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Policy reviews

* Policies should be reviewed
regularly and after incidents

* Policies change more slowly
than the conditions that

lead tothem
¢ Unfortunately, it leads to

time lag between condition
change and policy change

People need to know what to do
when they are faced with a
situation where the current

policies don't fit

13 Copyright © Scott Brad ner &Ben Gaucherin2016

Policy reviews

* Policyreviews allow:

The elimination of obsolete

policies
The re-stating, re-framing of
policies

| . Many regulations require
that you review your

policies when a major
incident occurs

14 Copyright © Scott Brad ner &Ben Gaucherin2016
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Information Security Strategy, Classification,
Policy, and Mindset

Harvard’s information security policy

CSCI E 45b: The Cyber World—part B
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Structure
« Policystatement:
\T The actual policy statement
* Requirement(s):
Requirement(s) to fulfill the
L‘ policy
* How To(‘s):
Specific How To(‘s) for a specific
environment, set of tools, etc. to
fulfill a requirement
2 Copyright © Scott Brad ner & Ben Gaucherin2016
Structure, contd.

» Clearseparation between

policy statements,
requirementsand How To’s

People more likely to go to

\_‘ requirements and How To’s

3 Copyright © Scott Brad ner &Ben Galcherin2016
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Policy statements walk-through

T HARVARD * 15 statements to cover the
¥ Information Security enti rety of

requirements/needsto
protect information

* Not limited to electronic
information

* Informed bylegal and
compliance requirementson
the institution:

State of Mass. 201 CMR 17,
FERPA, etc.

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Expectations of people

* Allusers are responsible for
protecting Harvard

#
-
1

confidential information
thatthey use inanyform
from unauthorized access

and use.

e Allusers are responsible for
protecting their Harvard
passwords andother access

credentials from
unauthorized use.

5 Copyright © Scott Brad ner & Ben Galcherin2016

Expectations of people, contd.

" w1 - All persons accessing
Harvard confidential

information must be trained
in protecting such
information.

* Allusers of Harvard
confidential information

resources musthe
accurately and individually

identified.

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Expectations concerning systems

* Software must be kept up
to date on all computersand

devices that process or store
Harvard confidential
information.

* All servers storing Harvard
confidential information

must be protected against
improper access.

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Expectations concerning systems, contd.

* All servers and locations
where Level 4 or 5

information is stored must
be accurately identified and
physically secure.

* There must be a mechanism
to limit the number of

unsuccessful attemptsto log
intoan applicationor server

that processes or stores
Harvard confidential

information.

8 Copyright © Scott Brad ner & Ben Galcherin2016

Transporting, disposinginformation

records containing Harvard

confidential information
must be appropriately
protected when transported

ortransmitted.

9 Copyright © Scott Brad ner &Ben Galcherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Transporting, disposinginformation, contd.

* Electronicand physical
records containing Harvard

confidential information
must be properly disposed
of so that the information

cannot be retrieved or
reassembled when no

longer needed or required
to be kept.

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Other expectations

* Harvard must conduct

I. appropriate duediligence to
THIRD ensure that third parties
PARTIES that store or have accessto

Harvard confidential

information are capable of
Massachusetts

regulations require properly protectingthe
Harvard to "be convinced™ . .
that the third party s information and must
ﬁgf;:ﬂpmfming the require such third parties to
protect the information.
11 Copyright © Scott Bradrer &Ben Gaucherin2016

Other expectations, contd.

* Anyactual orsuspected
loss, theft, orimproper use
IF YOU of oraccess to, Harvard

153 confidential information
SOMETHING

SAY must be reported as soon as

SOMETHING possible toa local
Information Security Officer,

the University Chief

Information Security Officer
and the Office of General

Counsel.

Harvard contracts for an
anonymous/whistleblower

reporting service

12 Copyright © Scott Brad ner &Ben Galcherin2016
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Information Security Strategy, Classification,

Policy,and Mindset

Information security programs

CSCI E 45b: The Cyber World—part B

1 Copyright ©Scott Bracher & Ben Gauchern 2016

Security program

* Program to buildand
ECURITY WILL maintain the necessary

RETURN M support infrastructure
(people/policy/process/tool

5 MINUTES
. Lo

s ) to support a community
of users in the protection
and proper use of

organizational information
assets

2 Copyright © Scott Brad ner & Ben Galcherin2016

Security program, contd.

¢ The security program s
. ’ . driven by the Chief
Y. !

Information Security Officer
(CISO), but owned by the

top leaderinthe
organization (e.g. CEO)
If the CISO reports to the CIO,

information security will be
viewed as an IT thing...

..unless the CEO takes a very
visible role in the information
security program

3 Copyright © Scott Brad ner &Ben Galcherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Key elements

* Nota one time thing—
involves continuous risk
assessment, policy

definition and mitigations
* Governance and compliance

structure
Roles and responsibilities, what

decisions get made by whom,
what are the consequences for
not following policy, etc.

e.g., yearly compliance
letter/questionnaire process,
process for official

opinions/decisions, sanctions

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Key elements, contd.

¢ Standard operating
procedures (beyond How

To’s)
e.g., crisis management and
incident response processes,

after action review process, etc.

Establish designated
security staff, expertise,

tools —and availability
expectations

e.g., centralized security team,

Parisa Tabiz

Google: Secuty Prncess vulnerability assessment tools,
24x7, etc.

5 Copyright © Scott Brad ner & Ben Galcherin2016

Key elements, contd.

* On-going communication
& Small Actions. and awareness program

' Big Difference. communication to users, and
You help keep Harvard secure. . . .
various sub-groups within the
organization

e.g., awareness and training
programs, general
communication campaign,

advisories, etc.
* On-going assessment of

security program/policy
effectiveness
e.g. metrics program,

internal/external audits, etc.

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Getting peopleto do the rightthing

* Awareness is not training

Training is about particular
| Pt procedural change

Ashton, you've been Punkd. This account — A\vareness is about

is not secure. Dude, where's my SSL?

— consciousness raising
<meam-mremezonz * Usability and security

As seen in the usability module,
usability plays a major part in
user compliance

* Reducingthe risk of
“plausible deniability”

If there is not explicit statement
of policy, then the user can
legitimately claim they did not
know what was expected of

them

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Getting peopleto do the rightthing, contd.
” ﬂ ¢ Evenifitisinthe “manual”,
PR how do you ensure your

- ﬁni}:‘nuu users are readingthe
PREPARED, ~ manual
THE SAFER * Makingthe value of
THEY WILL BE information
NATIONAL SERVICE stewardship personal
A Protecting “my stuff”
Corporate info = my stuff
Fear of consequences
Appealing to a sense of duty
* Use propaganda techniques
See propaganda techniques on
Wikipedia
8 Copyright © Scott Brad ner & Ben Gaucherin2016

Getting peopleto do the right thing, contd.

* Be aware ofthe different
messages for different

communities

General users, sys admins,

developers, etc.

et pwaWOl o Be careful, what you sayand
LW

W o
OLF .
gty how you say it

3\3. Pt % E.g., “crying wolf” (because of

flawed risk analysis) will get

people to ignore you, because
everything is treated as a high
risk - therefore nothing is actually

seen as high risk
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Getting peopleto do the right thing, contd.

* The “right” level of
SOMEONE accountability and

consequences

Enforcing accountability too
strongly might drive the wrong

behavior (e.g. not surfacing

TALKED! security breaches)

Enforcing too lightly, conveys the
message that there are no
consequences

And enable anonymous
whistleblowers

Legally required in the US for
publically traded companies

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Security as a collective action problem

* Collective actionproblem

No one can solve this alone

Everyone needs to do “their
part”

Any weak links puts everyone at

risk

11 Copyright © Scott Brad ner & Ben Galcherin2016

Security as a collective action problem

* Tragedy of the commons
Rules when sharing a limited

resource (or achieving a
collective action goal)
Things are best if everyone

complies

And things may be ok if some

people “cheat” a little, some of
the time

But things will definitely fail if

some people “cheat” in a big way
and/or too regularly. Or if too
many people cheat

12 Copyright © Scott Brad ner &Ben Galcherin2016
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Information Security Strategy, Classification,

Policy,and Mindset
Security and hacker mindset

CSCI E 45b: The Cyber World—part B
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Schneier on the “security mindset”

¢ Lookingatthe world
differently than most people

* Creative thinkingon ways
to subvert, abuse the system

“Being security conscious means
being a criminal, if only in one's
head, and this spooks people.” —

anonymous comment
e “Paranoiais a mechanism”

¢ Usefulness not limited to
security

Law making, policy making :),
system building, etc.

Copyright © Scott Brad ner & Ben Galcherin2016

Misguidedinformation security thinking
&0 * Good guys, bad guys

No one is just one or the other.

People sometime do the right
thing, and sometimes not,
sometimes knowingly, and

sometimes unknowingly.

* Notusingrisk, or mis-

judgingrisk
TSA's focus on preventing liquids
from going through security

checkpoints
* “There’s anapp for that”

Silicon snake oil salesmen, latest
APT “mouse trap”, etc.

Copyright © Scott Brad ner &Ben Galcherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Misguidedinformation security thinking

. * Sayingitis so, will makeit so

G | Compliance is not assured even
)

in organizations where
command-control and dictates
are used to drive compliance

e Obscurity #security
Kerchkoff’s principle — “[a

security system] must not be
required to be secret, and it must

beable to fall into the hands of
the enemy without
inconvenience;”

4 Copyright © Scott Brad ner & Ben Gaucherin2016
MIT Hacks
éﬁg ¢ Student pranks meantto
V St ot demonstrate technical
o aptitude, cleverness,

g —  creative thinking, etc.

* “An MIT hack isingenious,
benign, and ephemeral

mischief pulled offunder a
cloud of secrecy or
misdirection”

Nightwork: A History of Hacks
and Pranks at MIT

5 Copyright © Scott Brad ner & Ben Galcherin2016

The value of “unlearning”

e “Unlearning isthe process of
dismantling thought

structures or belief systems
(about how things are) that
arenotin fact true” —

Timothy Kenny
oy ey * Industrial design firms

focus on un-learningto
get to breakthrough

ideas/innovationsin
product design
Nightline - Inside IDEO:

Re-examining the
Shopping Cart
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Curious minds and strange bedfellows

* “DEF CON has been an open nexus
of hacker culture, a place where
seasoned pros, hackers,

academics, and feds can meet,
share ideas and party on neutral

territory. Our community operates
in the spirit of openness, verified
trust, and mutual respect.”

* The Dark Tangent

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Curious minds and strange bedfellows

IETF 73 - "graybeards"

8 Copyright © Scott Bradner &Ben Gaucherin2016
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Information Security Strategy, Classification,
Policy, and Mindset

Conclusion

CSCI E 45b: The Cyber World—part B
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Finalthoughts

* You need the buy-in from
the people who need to

fund and support
information security

7] Strategy can help with that

= * No classification system
S implies everything gets

treated the same: mildly
confidential andtop secret
alike

2 Copyright © Scott Brad ner & Ben Galcherin2016

Finalthoughts

g a ~~* Without clear and pragmatic
«> “«> policies peopleareless (or
w w altogether not) likely to

1 ‘ behave the way you would

s-vv:w‘nnu. Mlﬂ‘{:ll"hlb\dl. Ilke them to
A s
“_->> @ « Evenwithclearand
pragmatic policies people
? “ still may not behave the way
s e you would like them to

Touch your mose. ~ Shake your head.
But at least you can hold them

accountable, if you need to
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Finalthoughts

* Hackers and security
researchers of all kinds have

gotten us to where we are
today

* Approachinginformation
security through a single
lensis atleasta missed

opportunity, and possibly a
mistake

* Ittakes avillage
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