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Cyber conflict
Introduction

CSCI E 45b: The Cyber World – part B
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Introduction: learning goals

• Understand the evolution of 

cyber in becoming a key 
element of national defense

• Understanding the actors 

and key concepts relating to 
cyber conflict

• Understanding (yet again) 

the complexity of mapping 
real-world ideas to 

cyberspace
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Early signs of trouble

• Alleged to be one of the first 

documented case of cyber 
attack with kinetic impact

• Halloween 1982 – A newly 

built trans-Siberian pipeline 
explodes allegedly because 

Russian industrial spies were 
“fed the wrong information” 

by the CIA that had been 
warned by agent Farewell
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Early signs of trouble, contd.

• One of the first documented 

case of cyber espionage

• August 1986 – A Russian spy 
penetrates Lawrence 

Berkeley National 
Laboratory
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Topics, all required

• Conflict– R

Basic concepts of real-world 

conflict

• Actors – R

Who is involved, in playing what 
role

• Cyber conflict – R

What it is, and its evolution over 
the recent past

• Kinetic impact – R

Crossover between cyber and the 
real world
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Topics, all required, contd.

• Key terms and concepts – R

Important terminology relating 

to conflict and warfare

• Attribution – R

Finding out who did it is tricky 
business

• Conflict resolution – R

How does a conflict end

• Zero days – R

Bugs with useful side effects
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Cyber conflict
Conflict

CSCI E 45b: The Cyber World – part B
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Incident

• 1in·ci·dent  (www.merriam-webster.com)

noun \ˈin(t)-sə-dənt, -ˌdent\ : an 

unexpected and usually 
unpleasant thing that happens

: an event or disagreement that 
is likely to cause serious 

problems in relations between 
countries

• Implies:

Two or more parties

Small scale
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Conflict

• “Conflict refers to some form 

of friction, disagreement, or 
discord arising within a 

group when the beliefs or 
actions of one of more 

members of the group are 
either resisted by or 

unacceptable to one or more 
members of another group. 
“ – Wikipedia

• Different types of conflicts: 

e.g., armed, economic, religious, 
…
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War
• War - A contention by force; 

or the art of paralyzing the 
forces of an enemy
lectlaw.com

• Public war can be civil 
or national
Civil – both parties are 
member of the same nation
National – war between 
nation states

• The constitution typically 
defines how to declare a 
state of war and which 
branch of government can 
do so
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Aim and impact of war

• The achievement of 

strategic objectives

e.g., control of contested lands

e.g., access to precious resources

e.g., affect a nation’s position in a 
broader context

• Impact historically 
measured as:

Magnitude of kinetic impact to 
people, objects, environment

Impact to national infrastructure 
and economy 

Copyright © Scott Bradner & Ben Gaucherin 20165

Laws of war
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International Law  

Private Law Public Law 
(conflict of laws, commercial) (intergovernmental) 

Law of War Law of Peace  

Conflict Management 

U.N. Charter 

Customary Law 

Arms Control 

Rules of Hostilities 

Customary Law 

Geneva Conventions 

Hague Conventions 

Source: Law of War 

Deskbook
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Laws of war

• jus ad bellum – “justice to 
war”
How countries proceed to a state 
of war

• jus in bello – “justice in war”
How countries conduct war

• Grounded in the traditional 
context of war, and 
diplomacy

• Traditional language is not 
always useful to assess and 
establish clear parameters 
for cyber conflict
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U.S. code and armed conflict

• DoD Directive 5100.77 

establishes requirement for 
US armed forces compliance 

to International Law of War

• USC Title 10 establishes the 
role of the armed forces

• USC Title 50 establishes 

foundational elements of 
national defense
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Borders and national sovereignty

• Nations exist in the physical 
world and are defined by 
their borders
Borders are artificial constructs 
unrelated to other underlying 
structures (e.g. culture/people)

• Internet topology does not 
match national borders
Some exceptions (e.g. China)

From inside the net you cannot 
see national borders

i.e., there is no technology to 
account for national borders in 
operations of the Internet
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Borders and national sovereignty, contd.

• La ligne Maginot (the 
Maginot line)

• Wall built in the 1930’s to 
prevent or at least slow 
down a German invasion
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Borders and national sovereignty, contd.

• Increasingly, nations have 

national assets or 
constituents assets hosted 

outside their national 
border

e.g., Estonian “data embassies”
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Sherman – The war on infrastructure

• General in the Union army 

during the American Civil 
War

• Focused war efforts on 

destroying 
infrastructure

“Scorched earth” policy

Sherman’s bowties

• Few civilian casualties

• Allows for rebuilding
Drives economy after war time
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Cyber conflict
Actors

CSCI E 45b: The Cyber World – part B
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Government – US as an example

• Government agencies are 

both target and protagonist

• Different agencies hold 
different parts of the overall 

picture

Defense, active defense, offense, 
SIGINT, information protection, 
inside the US, outside the US, 
etc.
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Businesses

• A potential target
For economic impact

Commercial infrastructure 
operators

• A partner of convenience for 
the government
Subject to different limitations as 
government in their ability to 
counterstrike

Government contractors able to 
hire personnel that could not be 
hired by government agencies
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Organized crime

• Uses the Internet as a new 

platform to do the same old 
business, and new business

Cyber weapons are useful for 
crime related activities as well

Interested in the economic 
potential of supporting 
government cyber needs

e.g. the Zero Day market

Can act as a tool
of governments

Plausible deniability
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Individual actors, Hackers, Hactivists
• Individuals with special 

skills, knowledge, 
and/or access

• Motivated by money, 
cause, bragging rights, etc.

• Can act independently from 
government
Can be very impactful
Plausible deniability, but also 
headaches… 

• Hacktivists - A particular 
case of individual actor, with 
cause 
as a motivation
Someone’s freedom fighter is 
someone else’s terrorist
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Cyber conflict
Cyber conflict

CSCI E 45b: The Cyber World – part B
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Some interesting questions

• Is cyber war a “thing”

or is it an over-hyped concept 

aimed at scaring people, and 
getting more money to spend?

• Is cyberspace a new conflict 

domain 

(like air/space, sea, ground) 
or is it a new facet of war in 
existing domains? 

The current answer US Cyber 
Command (USCYBERCOM)
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Conflicting premises (or fear mongering?)

• RAND report in 1993
“the cyber war is coming”

• Air Force in 2005
Declares cyber as “fifth domain”

• Secretary of Defense Leon 
Panetta – 2012
“cyber-Pearl Harbor”

• Erik Gartzke – 2013
“The Myth Of Cyberwar”

• Thomas Rid – 2013
“Cyber War Will Not Take Place”
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Cyber conflicts – some highlights
• Indonesia/China - May 1998

Chinese hackers attack 
Indonesian government website 
in response to anti-Chinese riots 
in Indonesia

• US/China - May 1999
Chinese Hackers target US sites in 
response to accidental bombing 
by NATO forces of Chinese 
embassy in Belgrade

• US/China – 2001
Chinese fighter jet collides with 
US aircraft over South China Sea, 
as a result an estimated 80,000 
hackers engage in act of self-
defense
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Cyber conflicts – some highlights, contd.
• Estonia – 2007 

Became independent in 1991
Finland offered antiquated 
phone switch infrastructure
Estonia's young government 
politely refused and made move 
towards building a national 
digital infrastructure
In March 2007, Estonia had its 
first national online elections
Estonian government moves the 
statue of the soldier of Tallinn, 
pro-soviet supporters take 
offense
Attacks in 3 waves

April, May 8th and 9th, mid-May

Response - cut off the Internet 
access to outside the country
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Cyber conflicts – some highlights, contd.
• Israel/Palestine – December 

2008
During Operation Cast Lead, 
mass defacement of Israeli and 
Palestinian websites

• Iran – June 2009
Twitter used to DDoS Iranian 
government websites

• South Korea/DPRK – July 
2009
DDoS of US and South Korean 
government and commercial 
sites allegedly by the DPRK

• US/China – April 2009
WSJ reports Joint Strike Fighter 
project compromised and 
terabytes of data exfiltrated
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Cyber conflicts – some highlights, contd.
• United States – 2013

Syrian Electronic Army hacks AP 
Twitter account, reports attack 
on White House, triggered 
automated trading systems, and 
sends Dow Jones down 150 
points

Snowden revelations show mass 
compromise of global 
infrastructure by the NSA

• Ukraine – 2014
Hackers attack the mobile phone 
service of members of the 
Ukraine parliament 
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Alleged NSA employees modifying 

CISCO gear in transit

Cyber conflicts – some highlights, contd.

• Sony Hack – 2015
Large scale compromise of Sony

Sony cut-off from the Internet

Over 3.000 machines compromised 
and needing to be rebuilt

Massive amounts of data 
exfiltrated and exposed

U.S. attributes the attacks to 
North Korea

Considered to be hostile 
actions taken on U.S. ground 
and directed or executed 
by foreign government

U.S. drives to sanctions

North Korea Internet goes dark 
(no confirmed attribution)

Copyright © Scott Bradner & Ben Gaucherin 20168

U.S. 2016 presidential elections

• Cyber-destabilization or 
good old “cloak and dagger” 
intelligence work? 
“Fancy Bear”, “Cozy Bear”, 
APT28, etc.

Spear phishing and email 
compromise

Social network “trolling” 
campaign

Wikileaks

• Remember, this is about 
achieving strategic goals…
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Where is this going?
• Cyber to exploit

Intelligence, information 
exfiltration
US China agreement – national 
espionage ok, economic not ok

• Cyber to destabilize
Sherman’s war through cyber

Instill doubt in institutions, 
markets, etc.

• Cyber to kill
Cyber to kinetic
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The economics of war

• Preparing, deploying troops 
and arming them is an 
expensive proposition
Moving the “iron mountain” is 
slow and expensive

• By comparison, cyber is 
extremely cheap, and less 
“messy”

• So we should expect cyber 
to play a bigger role moving 
forward
On its own or in support of other 
attacks
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Cyber conflict
Kinetic impact

CSCI E 45b: The Cyber World – part B
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Comparing kinetic and cyber
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Source Herb Lin – National Research Council

Cross over from cyber to kinetic

• Late 80’s - Making hard 

drives “walk across the 
floor”

• You could also ask to read 

an un-reachable sector of a 
disk

• 1982 Urengoy–Surgut–

Chelyabinsk pipeline
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Cross over from cyber to kinetic, contd.

• Bellingham 1999 Olympic 

Pipeline rupture

“…a faulty computer system 
which failed to respond to 
repeated indications that 
pressure was building up inside 

the pipeline…” – historylink.org

• 2007 - The Aurora 

vulnerability

Staged cyber attack 
demonstrated how one could get 
a generator to self-destruct
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Cross over from cyber to kinetic, contd.

• Stuxnet
The cross-over is done by 
subverting digital control systems

SCADA – Supervisory Control And 
Data Acquisition

• But, how effective was it as 
a weapon?
Magnitude and duration of 
impact relative to the goal
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Not just IT anymore

• Operational Technology (OT) 

is used to control a wide 
array of mechanical systems:

A lot of non IP based devices

Jail doors, water dams, energy 
distribution networks, 
cooling/heating systems, etc.

• Other terms used

Industrial Control Systems (ICS)

Supervisory Control And Data 
Acquisition (SCADA)

Distributed Control Systems (DCS)

Copyright © Scott Bradner & Ben Gaucherin 20166

Siemens SIMATIC-S7 

universal controller
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Killing people with cyber weapons
• Individuals with technology 

in/on them that can be 
subverted
e.g., wirelessly accessible heart 
defibrillator, wirelessly accessible 
insulin pumps, Apple iWatch and 
HealthBook

• Compromising control 
systems of life essential or 
life threatening structures
e.g., water filtering systems, 
power systems during extreme 
weather, nuclear plant control 
systems

• Cyber as decision maker 
Algorithms directing drones
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Cyber conflict
Key terms and concepts

CSCI E 45b: The Cyber World – part B
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Activities

• Cybercrime

Use of cyber instruments 

for criminal purposes

• Hacktivism

Use of cyber instruments for 
political or ideological purposes

• Cyber exploitation and cyber 
espionage

Penetration of an adversary for 

the purpose of exfiltration (but 
not defiling) of data
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Activities, contd.

• Cyber attack
Deliberate disruption of a 
computer system, and or of its 
supported functions outside of 
cyberspace

Can be an adjunct to other forms 
of attack

Syria 2007 - Israeli cyber attacked 
Syrian air defense before bombing 
nuclear infrastructure

Or only form of attack
Generalized - Estonia 2007
Customized - Stuxnet 2010

• In the US: 

Title 10 vs. Title 50 operations
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(Passive) defense
• DoD definition – “measures 

taken to reduce the 
probability 
of and to minimize the 
effects of damage caused by 
hostile action without the 
intention of taking the 
initiative”
Examples: firewalls, Anti Virus, 
IDS, audits, etc.

• Parameters:
Within one’s jurisdiction
Reaction to hostile event
Hostile is recognizable

Copyright © Scott Bradner & Ben Gaucherin 20164

Active defense

• Confused concept

• DoD’s definition
“Active cyber defense is DoD’s 
synchronized, real- time 
capability to discover, detect, 
analyze, and mitigate threats and 
vulnerabilities.“

• Not offensive, but darn near 
it

• Anything that is not passive 
defense
Pro-active
Outside one’s jurisdiction
Harmful
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Hierarchy of Active Defense
From Herb Lin

On adversary systems
Damage to adversary systems

Preemption

Threat neutralization in real-time

Retaliation

Exploitation, exfiltration

Identification, location

“In-flight”

Within organizational domain

Copyright © Scott Bradner & Ben Gaucherin 20166

Low

Legal and policy 

significance

High
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Deterrence

• Deterrence allows one actor 

to discourage actions from 
another actor

Both sides need to know

• Keys elements of 
deterrence:

Who is being deterred

From doing what

Using what threat
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Deterrence, contd.

• In the Nuclear days 
deterrence 
was Mutually Assured 
Destruction (MAD)

• No real equivalent in cyber, 
or is there?...
Assuming attribution is accurate 
enough
Response does not need to be 
cyber
Cyber can be a response

Most countries “don’t know what 
they don’t know” about their own 
cyber vulnerabilities
An advanced cyber response does 
not require a lot of 
resources/people
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“If you really want to protect your network you 

have to know your network, including all the 

devices and technology in it. In many cases 

we know networks better than the people who 

designed and run them.”

Rob Joyce, NSA Head Hacker
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Cyber conflict
Attribution

CSCI E 45b: The Cyber World – part B
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Attribution
From Herb Lin

• If A is trying to attack C

• A can hijack B and use B to 
attack C

C can filter out B

But C won’t easily be able to 

identify A

• And to make this more 

complicated A hijack (or 
rents) more than one 

machine (e.g. botnet) that 
can be distributed around 
the globe: B1, B2, B3, B… 
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Attribution, contd.
From Herb Lin

• The three general meanings 
of attribution
1. Machine or machines

2. Human operator
3. Party ultimately responsible 

for the actions of the human 
operator

• P itself can be viewed in 
different ways:
Where the human operator is 
when launching the attack
The nation under whose 
authority the human operator 
falls
The entity under whose auspices 
the human operator acted
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Different levels of attribution
From Herb Lin

• Stopping the pain – M

• Legal prosecution – H (or P)

• Deter future acts – H or P
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Different levels of attribution
From Herb Lin
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Beyond technical attribution

• The NSA says they can do 
attribution with a high 
degree of certainty – what 
does that mean?
Perfect visibility into all networks

or deceitful, delusional…

• Discovering who did it is 
hard, but legal proof is much 
harder

• Assigning political 
responsibility is a political 
act, not a technological 
problem
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Cyber conflict
Conflict resolution
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The five stages of conflict
from Herb Lin

• Conflicts go through generic 

sets of stages:

1. Preparation

2. Initiation of hostilities 

3. Escalation

4. De-escalation

5. Termination
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Herb Lin

Escalation makes de-escalation difficult
from Herb Lin

• Three types of escalations:

Deliberate escalation

Carried out for specific purpose: 
getting the upper hand, showing 

intent, motivation, etc.

Accidental escalation
Unilateral or mutual 

misunderstanding

Catalytic escalation
A third party provokes two parties 
to engage in conflict

• In cyber, how do you figure 
out which (if any) escalation 

is happening?
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Elements of termination
from Herb Lin

• Presumes there is an 
interest in terminating 
conflict

• Need a trustworthy 
mechanism for parties 
involved to negotiate terms
How do you do this if 
communication channels have 
been compromised

• Clear understanding of the 
terms for termination
How to know where cyber 
weapons have been deployed?

One term can be capitulation
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Elements of termination, contd.
from Herb Lin

• Assurance that parties will 
adhere to the terms
Difficulty in determining 
“acceptable levels of hacking”

Patriotic hackers still continuing

• Capabilities for each parties 
to verify compliance
How to verify cyber cease-fire?

Overt/cooperative intelligence 
not likely to be believed

Covert intelligence to verify can 
be misread as provocation

Attribution still a problem
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Cyber conflict
Cyber weapons and zero days
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Cyber weapons

• Cyber Weapon
Ralph Langner - A software 
artifact designed to cause 
physical harm (to objects, 
people, or the environment)

Wiktionary - Computer hardware 
or software used as a weapon in 
cyberwarfare. 

• Code is inherently neither 
good nor bad
Bits are “dual use”

• The danger is contextual
Code in the hands of a 
pen-tester vs. a malicious actor
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Ralph Langner

Cyber weapons, contd.

• Require three components:

Access

Vulnerability

Payload/exploit

• Low barrier to entry 
compared to traditional 

weapons

• Cyber weapons are like 
“drug deals”

Underground market

Cannot be successfully regulated
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Cyber weapons, contd.

• Some cyber weapons are for 

attack, others for espionage

Title 10 v. Title 50

• Traditional weapons 

controls approaches 
completely unable to deal 

with cyber weapons

Utilizes tools that are available to 
everyone

They are non-physical

How do you keep track of things 
that do not have physical 

manifestations?
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Mapping cyber weapons
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Developing targeted cyber weapons

• Identify target

• Perform reconnaissance on 
the target

• Find/buy vulnerabilities and 
exploits based on 
reconnaissance (e.g., Zero 
Days)
Methods on how to use 
vulnerabilities are better than 
the vulnerabilities themselves

• Develop/customize exploits, 
delivery, and activation  
mechanisms
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Advanced Persistent Threats - APTs

• Targeted attacks

• Persistence in attacking

• Persistence once inside

• Using advanced 
tools/techniques not easily 

detectable

• And remain covert over a 
long period of time

• Again, some for espionage, 
others to inflict damage
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Attack toolkits provide a leg up

Copyright © Scott Bradner & Ben Gaucherin 20168

Zero days

• A software defect that can 

be exploited for malicious 
use, and for which the 

author has not issued a 
patch

• Some interesting questions:

What could someone do when 

they discover a zero day?

How much is a zero day worth 
and to whom?
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The known unknows

• Report from NSS Labs 
12/2013
“…on any given day over the past 
three years, privileged groups 
have had access to at least 58 
vulnerabilities  targeting 
Microsoft, Apple, Oracle, or 
Adobe.” 

…these vulnerabilities remain 
private for an average of 151 
days.

Specialized companies are 
offering zero day vulnerabilities 
for subscription fees
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25 zero days per year for 
USD $2.5 million

The market for zero days

• Who sells?
Individuals, exploit brokers

• Who buys?
Organized crime, governments, 
government contractors, etc.
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Source: forbes.com 3/23/2013

Pricing zero days

• Size of target population
OS X zero days less expensive 
than Windows ones

• Complexity of security 
system to overcome
iOS more complex and therefore 
more pricey than Android

• Local market dynamic
Prices in China are lower because 
of the number of hackers 
identifying zero days

• More expensive if 
requirement of “exclusive 
use”
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Models of disclosure
From Ryan Ellis 

•  Limited disclosure

Disclose to technology producer, 

usually for a price.  The 
technology producer in turn can 
develop a patch to address the 
issue

Pro - Can get money

Con – Limited or no bragging 
rights

Con - Time lag between discovery 
and patch can be high
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Ryan Ellis

Models of disclosure
From Ryan Ellis 

•  Full disclosure

Public disclosure, often times at 

big security conferences.  As a 
result the technology producer is 
forced into creating a patch very 
quickly.

Pro - Time lag between discovery 
and patch is low

Con – Won’t get paid

Con - Considered reckless 

Con - Exposure to legal liability
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Models of disclosure
From Ryan Ellis 

•  Coordinated disclosure

Notify technology provider and 

government oversight.  

Government oversight publically 
discloses vulnerability after X 
days

e.g., security researcher pre-
announces, to vendor and CERT, 

when they are going to make the 
information public

• Or, don’t disclose and sell 

the vulnerability to a third 
party
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Patching

• Patching allows software 
manufacturers to fix 
problems with their 
software – some of them 
critical problems such as 
Zero Days
Therefore, Zero Days are “one 
time use” weapons

• The Speed vs. Quality 
dilemma 
Apply the patch quickly and take 
the risk that it may introduce 
new vulnerabilities or take the 
time to validate
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Patching, contd.

• Patching can be a powerful 

cyber weapon/vulnerability 
delivery mechanism

Do you trust Adobe, Microsoft, 
McAfee, Symantec, etc.?
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Cyber conflict
Conclusion

CSCI E 45b: The Cyber World – part B
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Final thoughts

• Still early days, and fast 

evolving

• Cyber potential for kinetic 
impact, economic and 

government disruption 
proven possible
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Final thoughts, contd.

• Defense establishment still 

trying to map cyber to 
nationalistic and physical 

models

Understanding of the basic 
mechanics of cyber space seem to 
be lacking – it’s new, it’ll take a 
while

Some multi-national collaboration 
starting for intelligence and cyber 
crime fighting

Not always to good ends – Five Eyes
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Final thoughts, contd.

• Moving to a new mindset: 

Assumption of breach
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