For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Trust and privacy

Introduction

CSCIE 45b: The Cyber World—part B
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Introduction:learninggoals

* Understand two key
concepts that affect people’s

o behaviors online

m}

* Understand different legal

approaches to privacy
protection: U.S. v. E.U.

e Familiarity with a number of
important U.S. laws relating

to privacy
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e Trust—R
STAY . - .
PARANOID What is trust, why it is essential

TRUST to life in general including life on-
NO ONE line

¢ Privacy—R
What is privacy, what it’s not,
and how cyber makes privacy

difficult
HARTAID e Privacyinthelaw—-R

AW REVIEW
_,E'\\ REVIEY = Where does the legal concept of

privacy come from in the U.S.
legal system
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Topics, contd.

Freedom from disclosure —R
U.S. laws that protect your

privacy
Laws requiring disclosure—R
U.S. laws that allow the

government to get access to
otherwise private information

Freedom from nuisance —R

U.S. laws that protect you from

invasion of your personal space
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Topics, contd.

* Privacyin otherlegal
regimes —R

Comparing the U.S. and the E.U.
legal approaches to privacy
protection

¢ Additional detail on U.S.
laws -0

For the curious among you, more
information on some U.S. laws
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Trust and privacy

Trust

CSCI E 45b: The Cyber World—part B
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Trustand people

“Trust is the foundation of all human
connections, from chance encounters

to friendships and intimate
relationships. It governs all the
interactions we have with each

other. No one would drive a caror
walk down a sidewalk, or board a
train or an airplane, if we didn’t

“trust” that other people took their
responsibilities seriously, and would

Peg Steep

obey whatever rules applied to the
endeavor at hand.” — Peg Streep
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The conceptoftrust

e Beliefinthe predictability of
behaviors and outcomes

&y within a given scope of
STAY activity

PARANOID Believing is not Knowing

E.g., trust directions given to you
by a stranger, trust that the priest

won’t give away your secrets,
trust that the bully will continue
to be abully, etc.

Primarily studied by
psychologists, sociologists,
economists, philosophers

... and security people
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The conceptoftrust, contd.

* Manyattempts at modeling
TRusT = Credibity + Reliabiity +iimeey — trUSt - nONe acce pted as
Self-Orientation + Risk .
universal model

¢ Thetrustyou putina

Risk = T “complex” system is related
Tust tothe trust you place inthe
component parts of the
system, or a subset thereof
Taxlk, -.\‘Zr ne) s Ry k

+ %y Y Tl e) = Albne) oT5 Done

Composite trust metric in 2] )
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Factorsin trust (Coleman 1990)

* Whytrustis important

Placement of trust allows actions

[

N
N

i that otherwise are not possible

Atrusting person is better off if
trust target is trustworthy, worse

off if not

* Factorsintrust

Trust places resources at disposal
of trustee without real
commitment from trustee

James Samuel Coleman

There is atime lag between
extension of trust and the result
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Camp’s hypotheses

e Camp, et.al., provide 3
hypotheses aboutpeople
extendingtrust to

computers

1. No significant difference in
people’s reactions to betrayals

caused by people or by
computer failure

2. Users tend to understand that

L Jean Camp

different web sites should be
treated differently when it
comes to trust

3. Users' ability to discern
untrustworthy sites will
improve over time as they gain
experience
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Trustinthedigital world

¢ Theft, fraud, extortion,
forgery, terrorism, un-

reliability, etc., were not
created by the Internet

But many of these are made
easier by the Internet

e But, the Internet offers

A global reach platform
A host of technologies that can

be subverted to take advantage
of the trust people putin it
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Trustissues —How do you know that...

e ..isthe device you are using
trust worthy?

¢ ..the name ofthe resource
you are tryingto reach is the

right name?Is it resolving to
the right IP address?

e ..the hostyouare
communicating with has not
been compromised?

e ..nooneiseavesdropping?
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Trustissues —How do you know that...

i e ..the person communicating
ﬁ:t with you (e.g., email)is who

theysaytheyare?
g . ..the certificate, digital

I signature aretrustworthy?
¢ ..the data has notbeen
tempered with?

e ...theresource will be there
when you need it?

* Etc, etc, etc.
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Reflections on trusting trust

* 1984 ACM speech from Ken

Thompson
e Implications:

No way to trust, unless you built
everything yourself, including the

tools (e.g., compiler)

Every element of the stack, and

every toolis liable to be
compromised

Trust is indeed a “leap of faith”

and not practically verifiable
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Trusting information

* How do you know the

information you are getting
is “the truth”

* Oldvs. New fake news

Old fake news was easier to spot

and aimed at selling tabloid
newspapers

New fake news is harder to spot
and aimed at affecting the
viewer/reader
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Trustinthedigital world

* Inspite ofall this we allrely

onthe Internetitselfand
whatit enables, for

increasingly largerportions
of our lives

@ ALERZIRE DR RREE o

Don't Trust peaple in the Cyber World Be Vigiant when meeting New Friends

L TES MFR 999 wwwpohregqu Call 999 toreport
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Pointsolutions abound

e PublicKey Infrastructure
* Digital certificates

* Web-of-Trust

* Laws to enforce disclosure

and good business practices
Jurisdiction is a challenge

* Betteruserauthentication

* Good encryption technology

e Etc.
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Pointsolutions abound, contd.

¢ Butno systemic,
comprehensive solutions

* Problemis notjust, oreven
primarily, technical

Motives, intent cannot be
encoded into bits
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Internet “driver’s license”

* Many people seem to think
;]/l’vgj:snusr D fi that perfect user

09 ca945.€

8 identification/attribution
B8 will fix the trust problem

e.g., a universal public key
infrastructure or national identity
cards
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Internet “driver’s license”, contd.

* Notclearthat “perfectuser
| INTERNET ID (@ identification” can be

)/ 2584 00 cusas.e

achieved

] Many dishonest people will find
ﬁ a way to have false identities

6

Even mandatory injection of
RFIDs would not be perfect

Bribe the person giving the
injections
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Internet “driver’s license”, contd.

e Butitsure would be a

sas.e

[ — .
7 INTERNET ID . different world

Omniscient governments and
e corporations

= B And knowing who
somebody s, is not
necessarily sufficient

e.g., Everyone knew Bernie
Madoff was Bernie Madoff

Bemie Madoff
17 Copyright © Scott Brad ner & Ben Gaucherin2016
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Trust and privacy

Privacy

CSCI E 45b: The Cyber World—part B
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s

s
ot
B

gﬂ. .
ks

“Oh, look . . . they’re reading ‘1984" in Ms. Smith's English class.”
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Privacy

. priova-cy (www.merriam-
webster.com)

noun \'pri-va-sé, especially
British 'pri-\ : the state of being
alone : the state of being away

from other people

: the state of being away from
public attention
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In the contextof cyberspace

your personal information

,;/ * Privacyis the ability to keep
Pf from being known by others

B )Y QUESTIONS? 2 And by extension, that if the
- personal information becomes

known, it cannot be tied to you
And meta-data is personal

information just as much as the

information itself
* Interesting question:

Does a breach of privacy happen
(1) when the private data is
collected, or(2) when itis used?
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When privacyislacking

s

; ,?' & * Ramifications ofthe
. exposure of personal
matters and information

Y\« Impersonation
* Hawthorne effect

Participants in behavioral studies
change their behaviors when
they know they are being

observed
Social cooling

Inhibition of self-expression

E.g., ability to make personal
decisions independently
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The power of privacy

* Privacyas a personalzone of
protection
Peace of mind

Ability to break some rules
without concern for punishment

* Beliefofprivacyasan
engine of change

Sexual orientation, pot use
Revolutions (aka terrorism?)

e.g. US Revolution required the
ability to organize in private
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The “nothingto hide” argument

I recall the bland smile of a

government official towhom |
complained about this matter:

“Ifyou have nothing to hide you
havenothing tofear.” [..] [the

agent provocateur] has
= familiarized himself with the

affairs of his victim, and can
make evidence which will be
convincing

The Profits of Religion: An Essay in
Economic Interpretation — Upton Sinclair

Copyright © Scott Brad ner &Ben Gaucherin2016

The “nothingto hide” argument, contd.

* Reduces privacyto hiding
“wrong” doing
* The definition of “wrong” is

subjective and time specific
Wrong according to laws, whose

laws? Social norms, whose social
norms?

E.g., the 30’s and the 50 in the

us.
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How key actors relate to privacy

a threat by governments
China’s citizen score

Moxie Marlinspike’s argument
about social democracy
Can we trust (future)

governments?

Trading on private

GO gle ' information is a business

opportunity

Copyright © Scott Brad ner &Ben Galcherin2016
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Privacyandpublicsafety

* The right trade-off for
society?

"Those who would give up
essential Liberty, to purchase a
little temporary Safety, deserve

neither Liberty nor Safety.” —Ben
Franklin

¢ Unclear correlation

Less privacy does not always
imply safer

* NSAsays itimplements the
right balance

10 Copyright © Scott Brad ner &Ben Gaucherin2016

The “all-knowing” world

* Governments and other
entities knowing anything

they want to know, about
you and your actions
* Legal system’s enforcement

isinherently selective
Everybody violates some laws

multiple times a day
What if all infractions can be
known, at all times?

* Add “predictive models” to
the mix

Minority Report
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Privacy#Anonymity

* an-o-nym-i-ty (www.merriam-
webster.com)

noun \ a-na-'ni-ma-té\ : the

quality or state of being
unknown to most people : the

quality or state of being
anonymous

* An example —votingis an

act where your privacy is

e
POL”NG PLACE protected, but not your

‘4,”; LUGARNG BOTOHAN anonymity
7 mEA PHONGPHEU [a The fact that you voted is known,

but not who you voted for
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Challenges to anonymity - Re-identification

* Re-identification
The ability to identify
individual(s) by using “de-

identified” data, combined with
other sources of information

* About My Ride
Attempts to re-identify Hubway
members using the data released

forthe Hubway Data Challenge,

H Wi specifically member zip code,
Ub ay gender, and year of birth.

: 5 * NYC Taxicab data reveals
E ' more than intended
- 54 |
1t
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Social Security Numbers (SSNs)

* ldentifiers originally
assigned to track peoplefor

social security benefits

Authorized by Social Security Act
of 1935

* Before 1986 people got
SSNs when they started to

work
After 1986 SSNs obtained at birth

to identify dependents on tax
returns

14 Copyright © Scott Brad ner & Ben Galcherin2016

SSNs, contd.

* Until June 2011 the SSN
s eeninaee— pumber had structure

High order 3 digits indicated
location of SS office

Next two digits issued in a

pattern
Low 4 digits issued sequentially

¢ Thus high order 5 digits can
be predicted for people who
were born between 1986

andlJune 2011
Assuming date and location of

birth are known

More random after June 2011
15 Copyright © Scott Brad ner & Ben Gaucherin2016
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SSNs, contd.

* Federal regulationssay that

“lm“':( I“l"- . .
> * SSNs are not confidential

when only the low order 4
digits are shown
Thus not that hard to figure out

many SSNs
¢ Butreal problemis that

SSNs are used for much
more than they were
designed for

Knowledge of a SSN is taken as
an identity proof

16 Copyright © Scott Brad ner &Ben Gaucherin2016

Imagecredits

All drawings and photos by Ben Gaucherin unless noted
Slide#  credit

2 Beattie’s cartoon from newsjournaonlinecom

3 "Privacy written in tiles" byOwen Moore -

httpsy//www flickicom/photos/132053576 @N03/17765606909/. Licensed under CC
BY 2.0 via Wikimedia Commons

httpsy//commons.wikimediaorg/wiki/ Fil e Privacy written _in _tiles.jpg #/m edia/Fil ePri
vacy_written_in_tilesjp g

(3 loads/2011/11/2011-08-16-this-

is-your-privacy-onlinejpg

5 https://www forbes.com/sites/jacobmorgan/2014/08/19 /privacy-is-

pletely-and-utterly-dead-and-we-kill ed 1a7

6 https://www youtubecom/watch =K GX-c5 BINFk

7 https://en wikipediaorg/wiki/Fil e: Upton_Beall _Sincl air Jr.jpg

8 https:/en wikipediaorg/wiki/Fil eJos eph_McCarthy. jpg

9 P wired co.uk/ar governm Icredit-scor e
privacy-invasion

10 http;//mrlowegpcsd.weebly.com/social-9-bloggin g/individual-or-
collective-rights

11 httpsy//en wikipediaorg/wiki/information Awar en ess _Office
17 Copyright ©Scott Bradner & Ben Gaucherin 2016
Imagecredits

All drawings and photos by Ben Gaucherin unless noted

Slide#  credit

12 httpy//www justicegov/sites/default/files/ crt/fied able-panel-
panes/basic-panes/images/2015/08/07 /voting b anner.png

13 Hubway logo

13 httpy//research neustarbiz/2014/09/15/riding-with-th passenger-
privacy-in-the-nyc-taxicab- dataset/

14,16 "Social security card john q public" bySocial Security Administration-

Social Security Administration. Licensed under Public Domain via Wikimedia Commons

httpsy//commons.wikimediaorg/wiki/ Fil e Social s ecurit y_card_john_q_public png#/m
edia/FileSocial s ecurit y_card john_q_public.png

15 https: rcom/p 2868912589/

18 Copyright ©Scott Bradner & Ben Gaucherin 2016

Copyright © 201 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Trust and privacy

Privacyinthelaw

CSCIE 45b: The Cyber World—part B
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Historyof privacy: Englishlaw

¢ Not much privacyinsmall
towns/settlements
‘everyone knows what everyone

is doing’
* Not much privacy from
kings, etc.

e.g., Magna Carta required due
process but not privacy

~ * Some privacyinearly
) English law

Eaves-droppers that spread

“mischievous tales” “are a
common nuisance” & can be

‘e ‘home is castle’ (1499)

fined
Blackstone: book 4, chap 13 (1769)
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The rightto privacy

* “The Right to Privacy”
Warren & Brandeis Harvard

HARVARD

Law Review article-1890

Inspired by press excesses -
‘gossip as atrade’

LAW REVIEW.

AT e o i “right to be left alone” not just
" = - by government

Privacy is a personal right (nota
property right)
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The rightto privacy, contd.

* Six “generalrules” on
privacy
1: Public interest overrides the

right to privacy

2: Privileged communication
PAUL NEWMAN  SALLY FIELD

does not void right to privacy
3:Generally no redress for
talking (without publication)

ABSENGE OF MALICE

4: Publication of facts by subject
voids a right to privacy

5:Truth is not a defense against a

breach of a right to privacy
6: An absence of malice nota

defense against a breach of a
right to privacy

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Argument for whatthe Lawshouldbe

“That the individual shall have full
protection in person and in property
is a principle as old as the common

protection. Political, social, and
economic changes entail the

recognition of new rights, and the
common law in its eternal youth,
grows to meet the new demands of

[ !

® -
law; but it has been found necessary
from time to time to define anew the
exact nature and extent of such

YA

g

8

”
society.

Warren & Brandeis - The

Right to Privacy, 1890
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US Constitution & Privacy

* Word “privacy”is notin the
U.S. Constitution

* Butthe Supreme Court has
found that a right of privacy

isimplied by a number of
the amendments in the Bill
of Rights

6 Copyright © Scott Brad ner &Ben Galcherin2016
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US Constitution & Privacy, contd.

* Amendments in the Bill of

St Rights:

4* amendment —protection

against unreasonable searches
and seizures

5t amendment —self

incrimination, due process, etc.
9th amendment

“The enumeration in the
Constitution, of certain rights, shall
not be construed to deny or

disparage others retained by the
people”

Copyright © Scott Brad ner &Ben Gaucherin2016

US Constitution & Privacy, contd.

* Privacy was called a

‘;——1“ “penumbra right” i
z Griswold v. Connect|cut

(1965)
Penumbra: “a body of rights held

to be guaranteed by implication
in a civil constitution” Merriam-
Webster Dictionary

Copyright © Scott Brad ner & Ben Galcherin2016

US Constitution & Privacy, contd.

* The Supreme Court has

found that the Constitution
protects a “zone of privacy”

intwo areas

Independence in making certain

types of decisions

Avoiding disclosure of personal
matters
Jusice Willam O Dougas

Copyright © Scott Brad ner &Ben Galcherin2016
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US Constitution & Privacy, contd.

* Keycase:Katzv. U.S. (1967)

Government wiretapped a phone
booth w/o warrant

Court found that government
violated the Fourth Amendment

(unreasonable searches and
seizures)

In doing so, moved the right to

privacy from a place (e.g., home)
to a person

Added the ‘reasonable

assumption of privacy’ test
1: Did person exhibit personal
expectation of privacy?

2: Does society recognize the
expectation as reasonable?

10 Copyright © Scott Brader &Ben Gaucherin 2016

Prosser on privacy

* William Prosser survey of
privacy cases (1960)

* Showed 4 classesofcharges

1. Intrusion on the seclusion or

private affairs of another

N

. Appropriation of name or
likeness of another

3. Public disclosure of private
facts

William Prosser

4. False light (presenting a false
impression of subject)

11 Copyright © Scott Brad ner & Ben Galcherin2016

Prosser on privacy, contd.

* Note - privacy appliesto
‘natural persons’

People, not corporations
Reinforced in U.S. Supreme v.
AT&T — 1 March, 2011

William Prosser

12 Copyright © Scott Brad ner &Ben Galcherin2016
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U.S. privacylaws

* Laws supporting freedom
from disclosure

i.e., restrict public disclosure of
private facts

* Laws requiring disclosure of
private information

i.e., empower law enforcement

e Laws supporting freedom
from nuisance

i.e., restrict intrusion on the
seclusion of another
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Trust and privacy
Freedomfromdisclosure

CSCIE 45b: The Cyber World—part B
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Freedom fromdisclosure

* Mainly to protect from
government intrusion

Most based on 4th amendment
protection against unreasonable

search & seizures

Privacy of postal mail (1782

& 1825)
Warrant required to open

postal mail (1877)
* State laws against disclosure

of telegraphs (1880s)

Copyright © Scott Brad ner & Ben Galcherin2016

Freedom from disclosure, contd.

e Privacyofcensus (1919)
Also to ensure cooperation

* Communications Act of
1934

FE) comumcanons s or 133

Prohibited federal officials from
disclosing info about intercepted
communications

* Omnibus Crime and Control
Act of 1968

“wiretap act”
Extended wiretap restrictions to
state officials and private parties

But only applied to “aural”
communications

Copyright © Scott Brad ner &Ben Galcherin2016
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Freedom fromdisclosure, contd.

* Fair Credit Reporting Act of
1970 (FCRA)

Information supplied to credit

agencies must be accurate
Restrict who can get private

information

How long a credit agency can use
negative information

Customers are required to be
notified about adverse
conditions

Customer can access credit
record & challenge errors

Civil action against credit
agencies possiblein some cases

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Freedom fromdisclosure, contd.

== s PrivacyActof1974

Only applies to federal
government

Regulates collection of information
about individuals

Gives individuals right toaccess &
correct their records in federal
databases

* Family Educational Rights
and Privacy Act of 1974

(FERPA)

Protects student records

James L Buckley

5 Copyright © Scott Brad ner & Ben Galcherin2016

Freedom from disclosure, contd.

The Nework Timeg ° The National Research Act
f

Syphilis Victims in USS, Stady | of 1974
Went Untreated for 40 Years|
I

Mandates use of institutional

review boards (IRBs)
Includes protection of human

subject data

Right to Financial Privacy Act
of 1978

Response to Supreme Court
decision

Requires federal government to
get a warrant or subpoenato
access financial records in a

financial institution

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Freedom fromdisclosure, contd.

[ ] * Privacy Protection Act of

Luster 1980
Stuefocd Dily

Requires subpoena for news
media work product materials

¢ Computer Fraud and Abuse

Act of 1984

Unlawful to access a ‘federal

interest computer’ without
authorization

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Freedom fromdisclosure, contd.
Sec. 631 * Cable Communications
Policy Act 0f 1984
@omcqst @ Restricts cable companies in
—, \_— 5% collecting personal info
\-—/‘4, verimn'g Protects privacy of cable records
at&t &a?‘ ﬁ (including viewing habits)
8 Copyright © Scott Brad ner & Ben Gaucherin2016

Freedom from disclosure, contd.

¢ Electronic Communications
Privacy Act of 1986

Extends wiretap act (Omnibus
Crime and Control Act of 1968)
All forms of communications now

John & Alice Mt included
Restricts access to stored
communications

Restricts access to telephone toll
records

Restricts government & private

access to communications

9 Copyright © Scott Brad ner &Ben Galcherin2016
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Freedom fromdisclosure, contd.

* Employee Polygraph
Protection Act of 1988

Generally blocks use of
polygraphs by private sector

* Video Privacy Protection Act

of 1988

Protects privacy of video tape

rental & purchase records (c.f.
Robert Bork)

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Freedom fromdisclosure, contd.

* Computer Matching &
Privacy Protection Act of

1998

Controls government
coordinating info on individuals

* Driver’s Privacy Protection
Act of 1994

State must get driver’s consent
before releasing license info (e.g.,

before selling the info)

Rebecca Schaeffer

11 Copyright © Scott Brad ner & Ben Galcherin2016

Freedom from disclosure, contd.

* Health Insurance Portability
and Accountability Act of
1996 (HIPAA)

Protect medical records

e Children’s Online Privacy
Protection Act of 1998
Web sites targeted at kids must

post privacy statements and get
parent’s OK to collect data about

kids under 13

Not same as Child Online
Protection Act (unconstitutional)

12 Copyright © Scott Brad ner &Ben Galcherin2016
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Freedom fromdisclosure, contd.

¢ ldentity Theft Assumption
and Deterrence Act 0f 1998

Crime to use another’s identity
with intent to commit a crime

* Federal Trade Commission—
1998

Decided that companies violating

their published privacy
statements are engaging in

“unfair or deceptive acts or
practices in or affecting
commerce” (Section 5 of the FTC

Act)

13 Copyright © Scott Brad ner &Ben Gaucherin2016

Freedom fromdisclosure, contd.

* Gramm-Leach-Bliley Act of
= National Bank 1999

Protects privacy & security of

| I financial information

* Health Information

Technology for Economic
and Clinical Health Act

(HITECH) 2009
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Trust and privacy

Laws requiring disclosure

CSCIE 45b: The Cyber World—part B
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Laws requiring disclosure

* BankSecrecyAct of 1970
Requires banks tokeep

records on customers
* Foreign Intelligence

Surveillance Act 0f 1978
(FISA)

Created separate court for
‘foreign intelligence gathering’

Looser restrictions than for

normal wiretapping

* Garbage is not private -

Supreme Court-1988

2 Copyright © Scott Brad ner & Ben Galcherin2016

Laws requiring disclosure, contd.

* Communications Assistance
for Law Enforcement Act

(CALEA) of 1994
Required support for wiretapping

in telecom carriers

e USA-PATRIOT Act of2001
Surveillance support

3 Copyright © Scott Brad ner &Ben Galcherin2016
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Laws requiring disclosure, contd.

¢ CALEA expansion (2005-
2006)

FCC (not Congress) extended
CALEA rules for wiretapping to
o Internet service providers

Interconnected VoIP

connected Voice over
(VoIP) serv

protocel

Because the Internet is a

communicatio:

) Requires & broadband connection substantial replacement” for old
from the user’s location;

(3) Requires Internet protocol-com- TeICOInfraStrUCture

e At the request of law enforcement

(4) Permits users generally to receive . R
calls that originate on tme punlie Note: CALEA requires setting up
switched telephone network and to ter-

minate calls to the public switched hackdoors that others can exploit
telephone network.

From 47 CFR Sec. 03

4 Copyright © Scott Brad ner &Ben Galcherin 2016
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Trust and privacy

Freedom from nuisance

CSCI E 45b: The Cyber World—part B
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Freedom from nuisance

* Fair Debt Collection
Practices Act of 1978

(FDCPA)

Restricts actions of debt
collectors

* Telephone Consumer
Protection Act of 1991

Telemarketer “do not call” list
(implemented in 2003)

2 Copyright © Scott Brad ner & Ben Galcherin2016

Freedom from nuisance, contd.

¢ Telemarketing and
Consumer Fraud and Abuse

Prevention Act of 1994

Puts requirements on
telemarketers

¢ Controllingthe Assault of
Non-Solicited Pornography

and Marketing Act of 2003
(CAN-SPAM)

Marking and content
requirement for unsolicited email
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Trust and privacy

Privacy inother legal regimes

CSCIE 45b: The Cyber World—part B
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California as pacesetter

¢ California Constitution
Originally ratified May 7,1879

*

CALIFORNIA REPUBLIC . . .
Article 1: Declaration of Rights

Section 1:All people are by
nature free and independent and
have inalienable rights. Among

these are enjoying and defending
life and liberty, acquiring,
possessing, and protecting

property, and pursuing and
obtaining safety, happiness, and
privacy.

2 Copyright © Scott Brad ner & Ben Galcherin2016

California as pacesetter, contd.

e Atleast 90 privacy related
laws since 1999

* Manylaws impactallwho

*

CALIFORNIA REPUBLIC interact with, or have data
about, Californiaresidents

Some laws permit individual legal
action

¢ Includingthe most

important breachdisclosure
law —first and, fora long
time, only state

The only reason we knew about
major breaches

Initially just covered financial

data, extended to medical

3 Copyright © Scott Brad ner &Ben Galcherin2016
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California as pace setter, contd.

* Includinglaws blocking use,
printing, or displaying of SSN

*

without legal requirement

CALIFORNIA REPUBLIC
todoso

IS

Copyright © Scott Brad ner &Ben Gaucherin2016

U.S. legal approachto privacy

¢ The US does espouse some
privacy principles

e.g., Health, Education, Welfare
(HEW): “fair information
practices” from 1972

HEW renamed Department of
Health and Human Services (HHS)
in 1979

* No systematic approach or
basic concepts

Even in California
* Pointsolutions
e.g., video tape rentals

«w

Copyright © Scott Brad ner & Ben Galcherin2016

U.S. legal approachto privacy, contd.

* Little regulation of the
collection or use of
information in private hands

e.g., credit card, supermarket
loyalty card & Internet tracking
data

* Other parts of the world
approach the issue
differently

e.g., early US privacy laws
primarily focused on protecting
people from the government.

Early EU privacy laws, focused on
protecting people from each
other

o
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OECD’s 8 principles

@/,OECD 1. Collect data with

individual’ sconsent

’w,’ o 2. Datashould be relevant to
: purpose and accurate

3. State purpose for collection
and limit use to purpose

4. No otheruse fordata w/o
individual’ sconsent

7 Copyright © Scott Brad ner &Ben Gaucherin2016

OECD’s 8 principles, contd.

@// OECD & Protect collected data
STORBETERLIES G

Disclose practices &

w W8 policies of those who
. access data

- 7. The datais correct &
individual understands
what data is collected

8. Entities that control data
held accountable for above
8 Copyright © Scott Brad ner & Ben Gaucherin2016

Conventionon humanrights (1950)

* European Convention on
Human Rights —article 8

“Everyone has theright to
respect for his private and family

life, his home and his
correspondence

There shall be no interference by

a public authority with the

exercise of this right except such
= as is in accordance with the law
Siging e Eucpean Coverion an and is necessary in a democratic

e Righs (& Novenber 1650 society in the interests of
national security, public safety or
the economic well-being of the
country, for the prevention of

disorder or crime, forthe
protection of health or morals, or
forthe protection of the rights
and freedoms of others.”

9 Copyright © Scott Brad ner &Ben Galcherin2016
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E.U. data protectiondirectives (1995)

* Comprehensive approach to
privacy
“... Member States shall protect

the fundamental rights and
freedoms of natural persons, and
in particular their right to privacy

with respect to the processing of
personal data.” Data Protection
Directive: Object of the Directive

¢ PassedatEU level,
implemented by each
country

* Applies toall, not just
governments

Note: “natural persons”

10 Copyright © Scott Brad ner &Ben Gaucherin2016

E.U. data protectiondirectives, contd.

¢ Data only permitted to be
moved outside of EU to
places that ‘provide an

adequate level of
protection’

The US does not meet this
requirement!

11 Copyright © Scott Brad ner & Ben Galcherin2016

UsS “SafeHarbor”

¢ US negotiated a deal with
the EU to let US companies

do business inthe EU

* US company self-certifies

SAFE HARBOR

thattheyadhere to a set of
7 principles

Notice: inform individuals of data
collected
Choice: must offer opt-out

opportunity of some uses

Onward transfer: only transfer to

compliant organizations

12 Copyright © Scott Brad ner &Ben Galcherin2016
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US “SafeHarbor”, contd.

Security: take “reasonable
precautions” to protect info

Data integrity: info must be

relevant and accurate
SAFE HARBOR Access: individuals must have

access to their own info

Enforcement: must have

enforcement mechanisms
* “Safe Harbor” declared

e e g (nvelid byEUcourts on
10/6/2015 in Schrems v.

Facebook

13 Copyright © Scott Brad ner &Ben Gaucherin2016

E.U. Directive on Privacy and Elec. Comm.

o « Directive 2002/58-ensure
“the right to privacy, with
3 respect to the processing of

personal datain the

electronic communication
W

sector

Protect the privacy of
confidential data in transit and in

storage

Users should be “offered the
opportunity to refuse” a cookie

Data on subscribers can only be
stored long enough to provide
service

Prior consent for email marketing

14 Copyright © Scott Brad ner & Ben Galcherin2016

General Data Protection Regulations

European data protection for the lera

Sttetar steguares for transteesof parssea dots
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General Data Protection Regulations

More consistent application
and effective enforcement
=

e thes e ol i by essas b crons
# data protection sutet cavesthars 0 the
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Trust and privacy

Additional detailon USlaw

CSCIE 45b: The Cyber World—part B
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Section 5 of the FTC Act

“Unfair methods of
competition inor affecting

commerce, and unfairor
deceptive acts or practices in
or affecting commerce, are

hereby declared unlawful.”

e FTC authority challenged,
and upheld by Supreme
Court by refusing to take the

appeal
FTC v. Wyndham 2014

2 Copyright © Scott Brad ner & Ben Galcherin2016

Section 5 of the FTC Act

eesto Setle FTC Chargestt
Corsumers AbouJava Software
Devember 21,2015)

LifeLock to Pay $

3 on to Cansumer
tle FTC Charges it Violated 2010
(December17,2015)

Wyndham Setlles FTC C
Pla

tUnfaidy

mers Payr

e
AtRIsk (December9, 2018)

Retail Tracking FirmSetles
e mers About Opt(

Misled Consume
(April 23,2015)
FTC Settle
Claim

Harbor Privacy

0 Campanies Fa
vith Interratioral Safe
Framevior k(Apil 7,2018)

Used by the FTC in many
situations

Failure to protect private
customer information

Failure to follow own web privacy
statements

False claims of information
security

Using data for reasons not
disclosed when data collected
Improper disclosure of private
information

Deceptively collecting personal
information

e.g., it is unfair competition to
cheat on data protection

3 Copyright © Scott Brad ner &Ben Galcherin2016
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* Communications Assistance
for Law Enforcement Act of
1994

* Establishedrequirement

that phone carriers must be
able to perform some lawful
intercept functions

Actual functions defined by
industry

Telecommunications Industry
Association (TIA)

With input from law

enforcement

4 Copyright © Scott Brad ner &Ben Gaucherin2016

CALEA, contd.

e CALEA does not limit what
law enforcement can ask for
ina subpoena

CALEA is a floor not a ceiling

» Did notapplyto “private

networks” or “information
services”

the Internet was an “information
service” in the eyes of the FCC in
1994

5 Copyright © Scott Brad ner & Ben Galcherin2016

CALEA, contd.

¢ General standard: ANSI /TIA
J-STD-025

Covers:
Pentrace: call metadata (e.g. called
number ) and actions (e.g., hang

up, post call dialed digits)
Wiretap: the communication itself

Subject must not be able to

detect tap

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Titlelll wiretaps

* 51 % for drugs
Average length 44 days
16% encrypted

Wiretaps Reported from 2011 to 2021

6,000

5,000
4,000
3,000 ® Late Reports
m Original Reports
2,000
1,000 I
[

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

7 Copyright © Scott Brad ner &Ben Gaucherin 2023

Legal wiretaps per 100,00 people

Soure: Max
Planck Institute
2006

8 Copyright © Scott Bradner & Ben Gaucherin2016

HIPAA

* Health Insurance Portability
and Accountability Act of

1996
* Covers:

Health care providers
Health plans

Health care clearinghouses

* Covered activitiesata
university (alsoenterprise)

Health services
Benefit services

9 Copyright © Scott Brad ner &Ben Galcherin2016
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Parts of HIPAA
e Title1

Health Care Access, Portability,
and Renewability

Regulates availability of health
insurance

» Title 2

Preventing Health Care Fraud
and Abuse

Administrative Simplification

Medical Liability Reform

10 Copyright © Scott Brad ner &Ben Gaucherin2016

HITECH (updates to HIPAA)

¢ Health Information

Technology for Economic
and Clinical Health (HITECH)

Act
* Many tweaks

Expanded definition of & rules
for “business associate”

Prohibition on sale of PHI

without authorization
Additional privacy rights

Enhanced enforcement
provisions

Right to electronic copy of PHI

11 Copyright © Scott Brad ner & Ben Galcherin2016

¢ Gramm-Leach-Bliley Act of
1999

* Applies to organizations
providing some types of
“financial services”

Banking or loan services, money
transfer, tax return preparation,

financial advice, credit
counseling, real estate
settlement services, debt

collection, credit reporting
services, etc.

12 Copyright © Scott Brad ner &Ben Galcherin2016
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GLBA, contd.

* Includes

Financial Privacy Rule- requires
disclosure of use

Safeguards Rule - requires
written security plan

* University faculty and
employee loan programs are
covered by GLBA

Student loan programs are
covered by FERPA

Copyright © Scott Brad ner &Ben Gaucherin2016

Massachusetts breach notification

* An Act Relative to Security

Freezes and Notification of
Data Breaches

Mass. residents can get a security
freeze

Data “owner” must protect

personal data

“personal data” includes SSN,
credit card, license #, etc.

Data “owner” must notify
individual and state if personal
data is compromised

Not conditional on risk to individual
Must destroy old personal data in
a way that blocks recovery

Copyright © Scott Brad ner & Ben Galcherin2016

Massachusetts breach notification, contd.

¢ State developed regulations

detailing exact technical and
process requirements

Went into effect 1 March, 2010

Only state to have such explicit

technical and process
requirements

Copyright © Scott Brad ner &Ben Galcherin2016
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* Family Educational Rights
and Privacy Act of 1974

Federal law that protects the
privacy of student education
records

05, Dopariment o Edvcation
Y 2914 Anouat
Rapartand FY

pesen

Also gives a student access to

their own “education record” and
request errors be corrected, and
the right to put a note in the

record if corrections are not
made

16 Copyright © Scott Brad ner &Ben Gaucherin2016

FERPA, contd.

Permits a student to opt-out of
the institution disseminating
directory information

Cloak of invisibility

Permits a student to appeal to
the federal government if they
feel the school is not complying

with FERPA

17 Copyright © Scott Brad ner & Ben Galcherin2016

FERPA Directory Information

School must list what it
considers “Directory

Information”
e.g.,, name, picture, email
address, etc.

Some things can never be
directory information

e.g., SSN

School can make public
directory information about

its students
Remember, students can opt-out

18 Copyright © Scott Brad ner &Ben Galcherin2016
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FERPA non-Directory Information

A monsene - NON-directory info cannot
——— be released without
student’s written permission

* Some of the exceptions

For “legitimate educational
interest” within school

To other schools where student is
trying to enroll
student must be notified of data

transfer

To agovernment agency in
response to a legit request

In conjunction with financial aid

State agencies under certain
conditions

19 Copyright © Scott Brad ner &Ben Gaucherin2016

FERPA Directory Information, contd.

* Some of the exceptions

Organizations conducting studies
on improving education

Accrediting organizations

Virginia .
protect health or safety of
”]]TITECh student or others

W In response to subpoena
20 Copyright © Scott Brad ner & Ben Gaucherin2016
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Trust and privacy
Conclusion

CSCI E 45b: The Cyber World—part B

Copyright ©Scott Bracher & Ben Gauchern 2016

IETF & Wiretapping: RFC 2804
0 e Came after longIETF

)
discussion

* Decided to not standardize

wiretappingtechnology
Wiretap laws vary between

countries, not one definition

Safest to keep standards free of
security loopholes

Adding wiretapping will make
protocol more complex &

The IETF discussion introduce vulnerabilities
was called Raven End systems should be using end-
because in Edgar Alan to-end encryption, so
Poe the raven comes wiretapping not that useful
tapping at your window

2 Copyright © Scott Brad ner & Ben Gaucherin2016

IETF & Wiretapping: RFC 2804, contd.

* Goodidea to publish (for
information) wiretapping
technologies for public

review and information
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Justbecauseyoucan...

* Governments seem to feel
thatifthey can technically

do somethingitis OKto do
evenifitis pushingthe
limits of what is permitted

todo
";., e.g., use athermal imaging
. | device to look inside a building

t Overruled by Supreme Court Kylo v
US (2001)

b

2 e.g., track anyone 24x7 with GPS
device

e.g., install fake cell base station

4 Copyright © Scott Brad ner &Ben Gaucherin2016

The Supremes & GPS

* Fromargumentson11/8/11

Justice Alito: “/ would say most of
the privacy -- that people enjoyed

was not the result of legal
protections or constitutional
protections; it was the result

simply of the difficulty of
traveling around and gathering

up information. But with
computers, it's now so simple to
amass an enormous amount of

Justice Samuel Alito

information about people that
consists of things that could have
been observed on the streets,

information that was made
available to the public”

5 Copyright © Scott Brad ner & Ben Galcherin2016

Snowden and expectations of privacy

e Katzv. US identifies test for
reasonable expectation of

we

privacy
* Snowden told the world the

NSA is monitoring
everything

b

How can the Katztest still be
right?

Edward Snowden

6 Copyright © Scott Brad ner &Ben Galcherin2016
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More privacy matters

* Will come up againinthe
Surveillance module

* Theissues with the “I have
nothingto hide” argument

Everyone has something to hide

The definition of right/wrong is
not static, and is context

dependent
Remember the Lessig model
* Behavioral, societal change

resulting from the
knowledge of being watched

7 Copyright © Scott Brad ner &Ben Gaucherin2016

More privacy matters, contd.

* Whendoes the breach of
privacy happen: when the

data is being collected, or
when the data is being
looked at

Big Pipe
* Once the data has been

collected, how do you
enforce privacy principles

Prevent use beyond stated
purpose
Protecting now, and for the

future

8 Copyright © Scott Brad ner & Ben Galcherin2016

More privacy matters, contd.

THE RED MENACE| ¢ Freedom (privacy) of choice
IS REAL! Griswold v. Connecticut

* Privacyvs. security trade-off
* The historical importance of

privacy/anonymity
Birth of the U.S. as a nation

The 30’ vs. the 50
J. Edgar Hoover

* Afriction-less society
The late night “rolling stop”
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