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Security fundamentals

Introduction

CSCIE 45a: The Cyber World—part A
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Learninggoals

* Understand whattheterm
“information security” refers

o
o to
g * Understand the role of

secrecy in information
security

* Understand the basics of risk
and threats and how to gage
them

* Understand some of the
threat mitigation approaches
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Introduction:this module

¢ This module deals with a
mixture of technology,

policy and operations
practice
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Topics (all required)

* Whatis information
security?

Overview of the aspects of
information security

¢ Understandingrisk

How to understand risk, even
though people are quite bad at

doingso

e Attacktrees

Bruce Schneier's method of risk
evaluation

Bruce Schneier
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Topics (all required)

* Threat mitigationl

Good software development &

securing the physical
environment

¢ Threat mitigationll

Designing secure networks

¢ Threat mitigationlll

Portable media & residual data
on disk drives

* Threat mitigationIV
Enterprise security policies
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Security fundamentals

What is Information Security?

CSCI E 45a: The Cyber World — part A
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Information Security

¢ Whatis information
security?

“The protection of automated
information from unauthorized
access (accidental or intentional),

modification, destruction, or
disclosure.”

e CaliforniaState
Administrative Manual
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The “other” C.l.A.

* CIA

L Confidentiality

Integrity
Availability

Darapp * Parkerian hexad
CIA +

Possession or Control

Authenticity
Utility

Donn B. Parker
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C.I.A. and security problems

* Security problems canbe
described in how they affect

C.ILA.
DoS/DDoS — Availability

Spyware— Confidentiality
Key loggers — Confidentiality

Phishing — Confidentiality,
Integrity
Etc.
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A brief history of InfoSec

1834:disposaloftally sticks
1945: “first” computer “bug”

(“found a bug that was a real bug”)
1964: “phone freaks”

1972:first mention of virus:
David Gerrold: “When Harlie Was
One”

1978:first spam

1979: first worm implemented:

Hnaunan DEC employee Carl Gartley

m Xerox PARC
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A brief history of InfoSec, contd.

1983: break-ins on US
government nets (the

‘414s’)
1985: Robert Morris describes

SYN attack
1986: “The Brain” PCvirus in

the wild (Pakistani
programmers)

1986: “The Cuckoo’s Egg” (Cliff
Stoll) breakin

ciiff Stoll
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A brief history of InfoSec, contd.

1987: XMAS virus (EARN and
IBM corporate network)

1988: the Morris worm
1989: CERT formed (in

response to Morris worm)

1980s: Nigerian (“419”) Scam
initially via fax, moved to email

in "90s
1994: first high-profile spam
Phoenix lawyers Canter and Siegel

1996: SYN attacks start
1999: “Melissa” virus

$80M damage
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A brief history of InfoSec, contd.

HoO! 2000: SYN attack on Yahoo!
YA 2001: Code Red ($2B damage)

2002: DoS attack on DNS root
servers
2003: Slammer worm (first

Warhol worm)
2003: first “good” Phishing

2004: “MyDoom” e-mail worm
(social engineering)
2004-5: $7.8B costto repair or

replaceinfected computers
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A brief history of InfoSec, contd.

o

@2006: Wikileaks founded
2010: Stuxnet -targeted Iran

W‘ 2013:Edward Snowden —revealed
1 b4 NSA operations

L
w‘ 2014:Sony hacked by North Korea

2015: US personnel office hacked

Edward Snoden

by Chinese
2019: Facebook 500M accounts

2020: SolarWinds

(. 2021: Colonial Pipeline

““ﬁ“_“ ransomware
9 “ Copyright © Scott Bradner & Ben Gaucherin2023
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Failureto takecareof the basics

* Underlyingsecurity
problems have not changed
that much over time

“According to virus incident
reports as well as network users,

weaknesses at host sites included
(1) inadequate attention to
security, such as poor password

management, and (2) systems
managers who are technically
weak ”

Virus Highlights Need for Improved
Internet Management

US GAO June 1989 (study in response to the
Morris worm)
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Other Security Issues, contd.

* People

confused people, lazy people,
evil people

¢ Buggy software

* Flawed computer setup and

configuration
* Flawed network

configuration
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Other Security Issues, contd.

e Perfection level
Security “experts” who insist:

perfection or worthless

But real world works on “good
enough security”

1 E T F

i.e., security to balance the threat,
btns WG not to be perfect

Aim: make the cost of exploiting

greater than thevalue realized

12 Copyright © Scott Brad ner &Ben Galcherin2015

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45a only. Do not copy.

13

Other Security Issues, contd.

* Secrecyis not security
Surprisingly, many people think
that secrecy creates security
Auguste Kerckhoffs (1883)

The design of a system should not
require secrecy

Bruce Schneier

every secret creates apotential
failure point

* i.e., security through
obscurity (by itself) is very

bad security

You should assume that the bad
guys find out all your secrets (other
than the key itself)

Copyright © Scott Brad ner &Ben Gaucherin2015

Bruce Schneier
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Security fundamentals

Understanding risk

CSCI E 45a: The Cyber World — part A
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Risk

* People are pooratactually
categorizingrisk

Which is safer — driving or
commercial flying?

Driving: 1.35 fatalities per 100
million miles in 2022

Commercial airlines: 0.0 fatalities
Wt
“P“ per 100 million miles in 2022 in US

* Costcomplicatesthings

Cost of airbags is about
$1.8M/life saved

(Maybe more if you take seatbelt
non-use into account)
Dubner — SuperFreakonomics

Stephen J. Dubner
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Risk Analysis & Mitigation

e 1stprobleminsecurityis to
understand whatthreats
you actually face

Make A Plan Do not ignore threats from inside
Be Prepared - the organization

Note that non-compliance with
hint The Zombie Apocalypse .
should not be your prime worry laws or regulations can be a
threat by itself

&2

&

o

e Thenunderstand the
probability thata threat will

be realized and the damage
ifitis
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Risk Analysis & Mitigation, contd.

* Then mitigate threats that
are seen as significant

Assuming service is still worth
offering
(Considering threats)

worst-case scenario
(no productendarsementimplied)
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Risk Analysis & Mitigation, contd.

¢ Threat mitigationcan involve

For your h

convenience manyapproaches

we no longer Revising procedures

accept cash. Revising or switching applications

Deploying different technology

UNITED )
I Stop providing an at-risk service

* Mustassume all exploitsare

known by someone
e.g., ex-employee

‘security through obscurity - by
itself” is not security
e.g., Google finding student files

User of “site:” was called a
“malicious cyber actor”
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Threat Models

e Threat model:wayto
understand and prioritize
risks and evaluate mitigation

possibilities

* Stepstoathreat model
Identify assets
Understand system

Understand threats
Categorize threats
Rank the threats

* Develop mitigation
strategies for high ranking

threats
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Threat Models: Identify Assets

* Whatisitthatyouare trying
to protect?

e.g., Social Security numbers,
camera, airplane ...

* Note:youare not trying to

“ N
protect an application
Unless you are worried about

someone stealing the software or
stealing a license for the software

¢ Inotherwords: “You are not

trying to protect the safe,
rather you are trying to

protect the thing in the safe.”
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Threat Models: Understand System

¢ Understand the system
architecture

computer system, application,
organization ...

* Deconstruct the architecture

to understandits parts

8 Copyright © Scott Brad ner & Ben Galcherin2015

Threat Models: Understand System, contd.

* Understand the interfaces
within the architecture

Entry & exit points
Between user and system &
between systems

Trust & privilege boundaries

Where is trust assumed or privilege
accepted?

Data flows

How does data flow in system?

e.g., does checkpoint have
data needed to perform

check?
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Threat Models: Understand Threats

* Understand how adversary

might attack system
Assume adversary knows all of

the vulnerabilities

* Multiple ways to find or
evaluate threats

History/experience
e.g., personal experience with

history

similar systems
e.g., read reports about exploits
Vulnerability databases

e.g., virus fingerprints, Common
Vulnerabilities and Exposures (CVE)
Attack trees
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Understanding Threats- Example

A CRYPTO NERD'S WHAT WOULD

IMAGINATION ¢ ACTUALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED. HIS LAPTOP'S ENCRYPTED.

LETS BUILD A MILLION-DOLLAR DRUG HIM AND HIT HIM WITH

CLUSTER To CRACK 1T THIS $5 WRENCH UNTIL
NO Goop! 1T HE TEUS US THE PASSWORD.
406 -BIT R‘&A‘ \ GoT 1T,

EVlL PLRN

1S FOILED! O @)

Copyright © Scott Bradner & Ben Gaucherin2015
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Threat Models: Categorize Threats

* Understand typesofthreats

* e.g., using STRIDE (Microsoft)
Spoofing - assume a false identity

Tampering with data - modify data

Repudiation - insufficient log info
to track attacker

Information disclosure - gain
access to protected info

STRIDE Threat Model

Denial of service - impact
access/use by legitimate users

Elevation of privilege - perform

actions not normally permitted
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ThreatModels: RanktheThreats

* Understand the relative
importance of the threats

* e.g.,using DREAD (Microsoft)

Discoverability - how hard is it for
an attacker to find exploit

Reproducibility - how easy to turn
threat into an attack

Exploitability - how much

m expertise is required
Affected users - how many users
will be affected

Probabilities Impacts

Damage potential - cost of
damage
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Whatis theworstthat could happen?

* Risks to life are special

Another risk calculation:
“minimizing regret”

i.e, howwould you feel if the
threat came true?
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Threat Models: Mitigation Strategies

¢ Determine what can be

done to mitigate high
ranking threats

May be best to stop service, at
least for a while

Select countermeasures
from those that would

mitigate the threat
May require a combination of

countermeasures

Compare cost and effectiveness
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Security fundamentals
Attacktrees

CSCI E 45a: The Cyber World — part A
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Attack Trees

Attack trees provide a formal,

methodical way of describing
the security of systems, based

onvarying attacks.

Bruce Schneier

Bruce Schneier

* Attacks against asystem
representedina tree

structure
With attack goal as the root node

An important question to ask: what
is the goal?

With different ways of achieving

that goal as leaf nodes
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Attack Trees, Sample

Attack on a physical safe OPG';SNS

Leam Combao | [Cut Open Safel
F P

Pick Lock
|

Install
Imprl‘]lperly'

Find wiritten | [ Get Combo
Currbu Fro mgarget

Threaten
I

| Blackmail
I

| Eavesdrop
|

e

Listen to Get Target to
CunveFr'sallun State 'T“umbu

P = Possible
| = Impossible

Source: Bruce Schneier

3
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Attack Trees, Add Costs

Attack on a physical safe Opg?nff’@

PickLock | [Leamn Combo | |Cut Open Safe |ml,;',?22,|y
$30K $20K F1oK $100K
Find Yritten Get Combo
Combo From Target
$75K $20K
Threaten Blackmail Eavesdrop Bribe
$B0K $100K $60K $eoK
an
$ = Cost of attack Listen to Get Target to
Conversation | | Slate Combo
20K §40K

Saurce: Bruce Schnsier
Copyright © Scott Bradner & Ben Gaucherin 2015

AttackTree in practice — Blow up plane
blow up
plane
bomb on ey
plane missile
danger: low
passengers | | plane crew | ground crew cargo altitude
Copyright © Scott Bradner & Ben Gaucherin2015 5

AttackTree in practice — TSA response

blow up
plane

limit fluids

magnetic
checker

TSA Preyf”

Copyright © Scott Bradrer &Ben Gaucherin 2015

(whole body scan)

bomb on 1
plane missile
danger low
assengers | | plane crew | ground crew |  cargo
" o P 9 4 altitude
no-fly list check 10s approve police area
shippers near airport
check: 1D 10 & PIN for
some doors
Xray bags
random
Xray shoes screenings

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.
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Attack Treein practice—TSAresponse

* Liquid explosives

British reported a plot to use
liquid explosives on a plane

Explosives experts say it’s very hard
to create explosive from raw
materials in plane-like

environments - so real threat level
is hard to evaluate

1st pass: passengers - no liquids

into plane

Even liquids delivered planeside by
duty free shops - what underlying

threats is this effective against?

7 Copyright © Scott Brad ner &Ben Gaucherin2015

Attack Tree in practice — TSA response

CLEARLY, OUR ATTEMPT

TERRORISTS WoN'T USEIT
HAS FAILED.

Copyright © Scott Bradner & Ben Gaucherin2015

Another attack tree example

* Assume you have valuable

information on your laptop
& it gets stolen or lost

* Assume it was a targeted
theft

You were targeted because the
thief knew you had the valuable

information

e Question:is laptop

encryption worth the effort
and cost?

9 Copyright © Scott Brad ner &Ben Galcherin2015
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Another attacktree example, contd.

T Value of the information in
the laptop is estimated at
74 ~ $1,000.00

unencrypted encrypted

7
oclad ekad ‘ shut down gesping ‘
a o DMAUF |
exans oMALE sctve
get key from
memory
$300
Copyright © Scott Brad ner & Ben Gaucherin2015 10
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Security fundamentals

Threat mitigation |

CSCI E 45a: The Cyber World — part A
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Some threat mitigation areas

w777 * Principles of secure
J software development
It helps if the software itself is

secure

* Securingthe physical

environment

Making sure the bad guy can not
walk in the door

2 Copyright © Scott Brad ner & Ben Galcherin2015

Secure Software Development

e Principles of Secure
Software Development:

Saltzer and Schroeder (1974)
1. Economy of mechanism:

Keep the design as simple and smal
as possible.

2. Fail-safe defaults:

Jeny Salizer

Base access decisions on permission
rather than exclusion.

3. Complete mediation:

Every access to every object must
be checked for authority.

4. Open design:
The design should not be secret.

3 Copyright © Scott Brad ner &Ben Galcherin2015
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Secure Software Devel opment, contd.

5. Separation of privilege:
... a protection mechanism that
requires two keys... it is more
robust and flexible than one that

allows ... only a single key.
6. Least privilege:
Every program and every user of the

system should operate using the
least set of privileges necessary
to complete the job.

7. Least common mechanism:

Foweruser

Administrat . i
fiis s er Minimize the amount of mechanism

common to more than one user
8. Psychological acceptability:

...the human interface [should] be
designed for ease sf use, so that
users routinely an
automatically apply the

protection mechanisms

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Securing the Physical Environment

e Parts of physicalsecurity

Intrusion prevention

Intrusion detection
Environmental protection

Disaster recovery

Computer & Communications

Security - James Arlin Cooper

5 Copyright © Scott Brad ner & Ben Galcherin2015

And Watch for Weak Links

Copyright © Scott Bradrer & Ben Gaucherin2015 6
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Intrusion Prevention

M. Physical barriers

Solid walls (no windows, also real

walls, not sheetrock)
Fences
Network cables in conduits

¢ Mantraps

e Locks

Locked manholes

Locked doors

Locked equipment

Locked barriers

Lo Barrier Angelucci
7 Copyright © Scott Brad ner & Ben Gaucherin2015

Problems With Mechanical Locks

¢ Some locks poorly designed

e.g., open Kryptonite lock
with Bic pen

e.g.,, some in-line combination
locks

¢ Easyto make a pass key

for some locks
See Matt Blaze’s paper

* Easytojam:DoSattack
e.g., glue in key slot
* Hardto keep anaccess log

i.e., who entered
* Most locks can be picked

8 Copyright © Scott Brad ner & Ben Galcherin2015

Problems With Mechanical Locks, contd.

* Keys can be copied
This is a picture of key to Diebold

“ voting machine from the Diebold
= N web site (since removed from the

site)

Keys made from picture could
open every Diebold voting

machine
i.e., the same key worked in every
machine

9 Copyright © Scott Brad ner &Ben Galcherin2015
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Picking Tumbler Locks

* Atumblerlockcontainsa

row of splittumblers

Key lines up splits with cylinder
edge

Lock picking depends on

A slop in the mechanism
Put torque on cylinder
manipulate tumblers while
applying pressure with lock pick
A until they hang up

10
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Lock Bumping

* Canopencommon tumbler

locks in a few seconds
Get any key that fits the lock

File cuts down to deepest depth
Put key in lock & apply torque

Hit lock

Top tumblers “bounce” &

get hung above cylinder split

11 Copyright © Scott Brad ner & Ben Galcherin2015

Issues with Barriers

* Proper placementisimportant

Copyright © Scott Bradrer &Ben Gaucherin 2015
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Issues with Barriers, contd.

Copyright © Scott Bradner & Ben Gaucherin 2015 13

Intrusion Prevention, contd.

¢ Electronic locks

e.g., wireless RFID locks, card
swipe access

Can create access log

Policy/privacy issues with such logs

* Guards

e Psychological deterrence

Warning signs
lllumination

Asset tagging

M

ASSET TAB
1001

Fishbowl effect

14
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Intrusion Detection

Surveillance

Cameras
Guards

Asset tags

¢ Sensors

Motion
Heat

Capacitance
Interruption

e.g., light beam, magnetic

Copyright © Scott Brad ner &Ben Galcherin2015
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Security fundamentals

Threat mitigation|l: designing secure
networks

CSCI E 45a: The Cyber World — part A
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Designing Secure Data Networks: don’ts

* Don’tassume allusers are
trustworthy

* Don’tassume users will act
rationally, theway you
expect them to, or that they

can be trained

Don’t assume you will know
exploits before the bad guys

News story: 10%

of Facebook users
are not human * Don’tassume systems
themselves are secure

* Don’tassume a peripheral
firewall will cureallills

2 Copyright © Scott Brad ner & Ben Galcherin2015

Designing Secure Data Networks: do’s

* Doassume all laptops will
BRI getstolen
Ay

* Doassume all
communications will be
overheard

* Doassume all emailwill be
posted to the Net

Not just the NSA

3 Copyright © Scott Brad ner &Ben Galcherin2015
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Strategies for Secure Networks

* Compartmentalize network

Segment network with routers
and firewalls

* Secure individual LANs
Router Access Control Lists

(ACLs), firewalls
e Secure user computers

Few accounts, host based
firewalls, virus protection, etc.

* Secure servers

Few services, few accounts, host
based firewalls, virus protection,

data not directly externally
accessible

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Strategies for Secure Networks, contd.

¢ Secure communications—
datain transit
Encrypt data in transit

e Secure data atrest

* Good access control

e Control accessto network

* Know what you (or others)
did

5 Copyright © Scott Brad ner & Ben Galcherin2015

Crustacean Security

* Installingfirewalls can install
complacency

Users assume they are protected
But open to everyone inside

the wall
Including compromised laptops

Only real security is end-to-
end

But firewalls do help
If properly placed
and are required by some

regulations

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Defensein Depth

Should not just have one-

layer of security
Firewalls & filtersat all

levels from external Internet
connection to LAN segment

e.g., do not assume everyone at
a location is trustworthy

¢ Firewalls/filtersshould be

put as close to the systems
being protected as possible

Default configuration should only
enable approved applications,
input & output

7 Copyright © Scott Brad ner &Ben Gaucherin 2015

Compartmentalize

* Segment network-i.e.,

= compartmentalize
Use switches not hubs

Segment traffic so only traffic to a
particular host gets to that host
Except unknown hosts and

broadcast traffic
e Not perfect

Can spoof ARP, flood CAM
Local VLANs can help
But minimize wide area VLANs

Usesubnets (i.e., routers)

8 Copyright © Scott Brad ner & Ben Galcherin2015

Secure The User Computers

¢ Fewaccounts

Only have accounts for people
who need access

* Host firewalls

Run host-based firewalls which

block all traffic except for needed
applications
Ideally: inbound & outbound

e \irus scanners

Run virus/worm/spyware

scanners

Update signature lists at least daily
(hourly?)

Copyright © Scott Brad ner &Ben Galcherin2015
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Secure The User Computers, contd.

* Patch machines, quickly

Attacks can come within hours of
a patch release

* Use diskencryption

Critical for laptops, useful for

desktops

10 Copyright © Scott Brad ner &Ben Gaucherin2015

SecureServers

* Protectserverslike hosts

¢ Onlyrun the services that
are actually needed

* Minimize multi-use servers
Asuccessful attack on one

service compromises others
Can use virtualization to get

multiple logical servers on same
physical box

* Should have firewalls

between serversand ALL
users (including managers)

11 Copyright © Scott Brad ner & Ben Galcherin2015

Secure Servers, contd.
* Internetaccessibleservers
should be stateless
g e B e No data stored on server
'”'“"Qt'; @ Z%=® Data should bestored on
© corporase backend server thatis not
addressable from Internet or
most of corporate network
Should be afirewall between
server and data server (in
addition to firewall between
server and Internet)
12 Copyright © Scott Brad ner & Ben Gaucherin2015
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Secure Network Segments

* Router ACLs and firewalls
should be used to restrict
traffic into and out of

important LAN segments
Default: deny all

Can be a problem because of
software vendors that assume no

outbound filtering
’ DSS A
JWW”M' But required by PCI DSS
e Traffic usingcommonly

exploited ports should be

blocked to all LANs except
where actually needed
i.e.,, do not have blanket

exceptions to deny all default

13 Copyright © Scott Brad ner &Ben Gaucherin2015

Secure Communications

¢ Assume all communications
can be overheard

weomee* Assume wireless networks

Q et org are insecure
S et veatter - @ Even with Wi-Fi security

o] Same with any network
1ETEF (including LAN) segments

o Al impertanT
communicationsshould be
encrypted end-to-end

e.g., secure internet-facing
servers (https, SSL, TLS)

14 Copyright © Scott Brad ner & Ben Galcherin2015

WLAN Security

Treat as all communications
(encrypt end-to-end)

* First WLAN security was

Wired Equivalent Privacy
(WEP)

Poorly designed & easily broken -
not better than nothing

* |EEE defined 802.11i to

replace WEP
Quite good

Wi-Fi Alliance defined Wi-Fi
Protected Access (WPA) based on
802.11i
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Making Things Harder

* Network boundaryis getting
harder to define

Cloud-based services mean
services notin corporate net
e.g., outsourced email

Employee owned devices
connecting to corporate services
over cellular carrier & Internet

Employees using VPNs
Extend corporate network to hotel
Guest access to corporate WiFi

* The ‘Netis watching

GO g]e e.g., Google knows all about your

employees

16 Copyright © Scott Brad ner &Ben Gaucherin2015

SecureData

COST'STO"EN Lost® Assume all user computers
X 8 s will get stolen

—— Keep confidential data off user
o,
5é=@m=50 /oa computers

Harder to steal servers
Or encrypt the whole disk

537 24- 13° & -
Corr—

« —m Encrypted volumes are often not
53 O —ER enough - user will forget to save
| _u“ info in encrypted volume
&L-;-__ ==+ Usedigital signatures on

2 data where a changein the
B - 787 data would hurt

¢ Backup data & backups
Store backups off-site

Encrypted backups required if
backing up credit card info or SSN

17 Copyright © Scott Brad ner & Ben Galcherin2015

Good Access Control

e Access to systems should
It @ require complex passwords

' * Multi-factor authentication
ta kes better

D tWO e Telluser when the userlast

loggedin

In case it was not user who
logged in
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Control Access to Network

* Restrictaccessto LAN
(physical or wireless)

eg., 802.1x

e.g., web redirection and MAC
address registration

Can spoof MAC addresses, so not

perfect

v e Butdo notassume that
systems on the company
network are trusted just
because theyareon the

Whistleblowers are company network

generally insiders

19 Copyright © Scott Brad ner & Ben Gaucherin 2015

Know WhatYou Did

* By maintaining an audit trail

of all changes to access rules
Record who, when, what and why
g Learn from Microsoft’ s DNS
= problems

For firewall rules and Access

switches

* So you can understand where
all the rules camefrom a

Control Lists in routers and

year later

And maybe know what rules
should still be there

20 Copyright © Scott Brad ner & Ben Galcherin2015

Ransomware

* Attacker encryptsyour data
and demands a ransom to
give you the key to decrypt it

_BAD RABBIT

* Ransomware depends on
two failures to succeed

1/ failure of good security
practices — e.g. failure to patch,

clicking on bad URL, visiting bad
web site

attacker needs a wulnerability to get
access

2/ failure to have good offline
backups

restore from backup is a
ransomware cure

21 Copyright © Scott Brad ner &Ben Galcherin2015

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45a only. Do not copy.

Imagecredits

All drawings and photos by Scott Bradner unless noted
Slide#  credit
2 http://www.amazon.com/PNY-Turbo-256GB-Flash-

Drive/dp/BO0JN1TOHM
3 http://www.huffingtonpost.com/2013/05/17/facebook-
user-numbers_n_3292316.html

4 http://www.firemon.com/advancing-firewall-necessary-
evils-10-tuple/
5 http://solutions-institute.org/secure-communications-10-

steps-to-encrypt-your-email/
6 http://www.thefullwiki.org/Lobster
9
http://itechjsc.com.vn/techsupport/dell/desktops/op960/

sm/mt_speak.htm

10 http://www.esecurityplanet.com/network-
security/computer-thefts-expose-over-45000-patients-personal-
data.html

22 Copyright ©Scott Bradner & Ben Gaucherin 2015
Imagecredits

All drawings and photos by Scott Bradner unless noted

Slide#  credit

11 http://www.sanderssoftware.com/solutions-
virtualization.htm

12 http://www.servtelecom.com/te-disenamos-un-control-
total-de-acceso-a-intemet/

15 http://mile2.com/latestnews/how-to-crack-a-wep-key-
step-by-step.html

16 http://www.itbusiness.ca/blog/4-questions-to-ask-when-
establishing-a-byod-policy-for-your-business/20867

17 http://readwrite.com/2012/02/14/infographic-the-cost-
of-stolen

18 https://vimeo.com/100545663

19

http://www.theguardian.com/world/2013/jun/23 fedwar
d-snowden-nsa-files-timeline

21 https://optometrydivas.com/3-ways-to-protect-your-
practice-from-ransomware-attacks/

23 Copyright ©Scott Bradner & Ben Gaucherin 2015

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45a only. Do not copy.

Security fundamentals

Threatmitigationlll: portable mediaand
residual dataon disk drives

CSCI E 45a: The Cyber World — part A
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The Risks of Portable Media

* Portable media: verylarge
capacity, very concealable &

very easytolose
For comparison, a 250 GB thumb

drive would hold over 300 times
the documents that Manning
took.

Chelsea Manni
official Ammy photograph

ing
Insider threatsmall percent

=\ of overall threat but still
significant
! And that is only for purposeful

Verizon Breach Report incidents

2 Copyright © Scott Bradner & Ben Gaucherin2020

The Risks of Portable Media, contd.

¢ Evenwhenaninsideris not
PONETWMANEWS  tryingto sneak data out

there is a worry
Bagram Alr B ¢ The data comes alongif

someone steals thedrive
E.g., military mission plans

e Issues:
Putting sensitive data on

portable drives
Not encrypting the drives
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The Risks of Portable Media, contd.

* Drives with embedded
! m: encryption are available

‘Lﬂ * Software on OS can encrypt
- drive

Another breach in the data . H
security wall; 2,700 exposed Justdoit!

* Sameissueifdriveisin

portable device
E.g., a laptop or smartphone

The personal data involved in the
breach residad on a smartphone and an ancrypted laptop
computer stolen

the key to brezk the encryption

Medical records also was stolen in the laptop bag taken from the apartment,

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Residual Data on Disk Drives

* Normal file removal and disk
formatting commands do

not actually remove data
Just removes pointers to data-

disk forensics can recover

data still on

used disks

I, green=0K
g rest not OK
e ‘lt"”‘l1] Simson Garfinkel
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Residual Data on Disk Drives, contd.

* To actually overwrite data
Macs

“Secure Empty Trash” in Finder
“srm” in terminal
“Secure Erase” in Disk Utility

Windows
Norton & Symantec tools
Linux

srm
* Some tools may not work

well with SSD drives

Tool must support “ATA Secure
Erase”

Check the fine print
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Residual Data on Disk Drives, contd.

* When done with disk drive —
Follow DoD 5220.22-M

“10 penny nail properly
inserted”
Type 1 Degausser

Google finds many products &
services

Drive slagging

7 Copyright © Scott Brad ner &Ben Gaucherin2015
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Security fundamentals
Threat mitigation|V: enterprise security

policy

CSCIE 45a: The Cyber World—part A

1 Copyright ©Scot Bradner & Ben Gaucherin 2015

Enterprise Security Policy

* An Enterprise Security Policy
(ESP) is, normally, a set of
high-level policiesthat

WIESI5SIDEI DEPATMENt of
Informalian Technology Services

Enlerprise Security Policy

addressesspecific areas of
security concern

But can bevery detailed (see
Mississippi’s)
* Bestdeveloped by an effort

involving stakeholders
across the organization

So it does not seem to be just
imposed
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Enterprise Security Policy, contd.

* All enterprisesshould have

FT HARVARD one
k¥ Information Security See wwwisecurity.harvard.edu

for Harvard’ s
* Policydevelopmentis both

artand science
And politics

* ESPs create an explicit set of
standards for user behavior
Can’t say “I didn’t know”
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How to Develop an ESP

* Know yourorganization
; \ * Define scope and agenda
Rt * Know yourtarget
audience

Marc Gattenberg

e Stay high-level, general
and broad

* Must be easily translated

into procedures &
guidelines

* Keeporganizational
weakness in mind

Marc Gartenberg (Computerworld)
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How to Develop an ESP, contd.

* Beaware ofexternal
drivers

* Berealistic

* Use version control and
backups

* Avoid controversy
* Weara white hat

+ Don’ tforgettosmile &
keep a sense of humor

Shirley Chiarg

Marc Gartenberg (Computerworld)
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Security fundamentals

Conclusion

CSCI E 45a: The Cyber World — part A
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Summary

* C.I.A.is a good way to think
about information security

Confidentiality
Integrity

Availability
* Factoringin people makes

security harder
* Secrecy #security

* People donotunderstand
risk well

Auguste Kerckhoffs

2 Copyright © Scott Brad ner & Ben Galcherin2015

Summary, contd.

e 4 stepstoriskanalysis
1 understand threats

2 understand probability
3 understand potential damage
4 mitigate based on risk

¢ Risks to human life present
special issues

* Stoppingservice may be
warranted

- Attack trees area logical
approach

Multiple possible mitigation
areas
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